TUTORIAL EXTENSION
PASSCYPHER HSM PGP Free

By Freemindtronic Andorra

Serverless, database-free, no identification
« Zero Trust & Zero Knowledge »



Home » Shop

® PassCypher HSM PGP Free Password
PassCypher® =>-or

Password Manager HSM PGP
Hardware & Software Patented

PassCypher HSM PGP Free Password Manager provides robust security with
end-to-end encryption. Benefit from advanced anti-phishing protection and
effortless auto-login via drag-and-drop or double-click. Available in 13
languages and compatible with systems supporting Chromium-based and
Firefox browsers. Support the development of this free tool by making a

donation.
Download & use for free: PassCypher HSM PGP Mlcrosoft Edge Addons or
Free licen ce PassCypher HSM PGP — Chrome Web Store, no donation required!

Note on Tutorial: Please note that the tutorial is available in French: Tutorial —
PassCypher HSM PGP Free Extension v3.0.0

PassCypher®

P Your Contribution *

Freelicence %

O

DONATE »
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INSTALL THE EXTENSION

@ Installer "PassCypher HSM PGP* 7

Cette extension Chrome peut :
Lire et modifier toutes vos données sur tous les sites Web

Communiquer avec les applications natives associées

Download and install the free PassCypher HSM PGP extension [ ajouter Fextension @
~ X

CHROME : chrome web store -~ chrome web store

Q  PassCyphef

BRAVE : chrome web store Découvrir  Extensions

OPERA : chrome web store
MICROSOFT EDGE : PassCypher HSM PGP - Microsoft Edge Addons @ paSSCypher HSM PGP

FIREFOX : in progress £t freemindtronic.com 5,0 % (1 avis)

Extension Confidentialité/sécurité
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https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://microsoftedge.microsoft.com/addons/detail/passcypher-hsm-pgp/adffmhgpdaacblobmnidgkcheehgeaii

FINNISH THE INSTALLATION

Click on this icon to acccess the extensions

b =

v E Google Agenda - Semaine du 7 X @ Evilabel - EviPass X :: PassCypher HSM PGP Free Pas: X +
——
<« Cc 25 freemindtronic.com/product/passcypher-hsm-pgp-free-password-manager/ QU HK
Search Q Technologies v | Fullsecure products~ | Blog~ | Newsv | Supportv = Companyv & Shop Y B & @€
€9 Ereemindtronic LOGIN / REGISTER SHOP WISHLIST @@ . X
s Extensions

Aucun acceés nécessaire

Home » Shop Ces extensions n'ont pas besoin de voir ni de
Pa ss(yp h er® PassCypher HSM PGP Free Password modifier des informations sur ce site.
Password Manager HSM PGP Manager Adobe Acrobat : outils de... n :
Hardware & Software Patented .
Click on this

PassCypher HSM PGP Free Password Manager provides robust security with

P ) - .
end-to-end encryption. Benefit from advanced anti-phishing protection and & DataShielder HSN icon
effortless auto-login via drag-and-drop or double-click. Available in 13
languages and compatible with systems supporting Chromium-based and 9 eemindtronic Ex .
Firefox browsers. Support the development of this free tool by making a A °
donation
Note on Tutorial: Please note that the tutorial is available in French: Tutorial — @ PassCypher HSM PGP Q 3
Free Iicence PassCypher HSM PGP Free Extension v3.0.0
s Your Contribution *
Passypher® | e
e . r—— I pe— € . . .
% 5 Click on the PassCypher icon at the top right of your
computer screen to open the extension

v

e
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MULTILINGUAL EXTENSION

© PassCypher HSM PGP ENE

W
Catala
PassCypher license Deutsch
‘ Enter the PassCypher license ’_Frangais
‘ Click here to get the UUID ’IE <
Download PassCypher Engine |ltaliano I
HAD

Unlock more features with the PassCypher Engine Lic
https://freemindtronic.com/passcypher-engine-hsm-~Ctugues

{Romanesc

By Freemindtronic Pyccknia

Espanol

EZNSED 4

B | D | = | & | =
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The PassCypher HSM PGP extension is
available in 13 languages: Arabic, German,
English, Catalan, Chinese, Spanish, French,

Hindi, Italian, Japanese, Portuguese,
Romanian, and Russian. You can choose in
which language to display the extension.



How does it work?

PassCypher HSM PGP is a free extension that allows several automatic connection modes:
1. With login credentials in an "encoded" QR code format (.gif files)
2. With login credentials encrypted in AES 256 (PGP files) (see separate tutorial)

3. With login credentials saved in an NFC device (see separate tutorial)

» The security level of these different connection modes is not the same

» the ease and speed of use also differ.

» A paid version of the extension (license activation) offers maximum security and unmatched execution

speed.

In the "Username" and "Password" fields, you will see 3 icons that allow you to access the 3 connection
modes.

Nom d’utilisateur o R
Mot de passe o HAD
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Detailed diagram

Open the website or messaging service you want to log in to on your computer.

Go to the login page [Username & Password].

Click the "QR code" icon shown below.

A window opens; click to access the folder where your login credentials are saved in .gif format.

Click the appropriate one or drag it into the window.

The fields are automatically filled in, and the connection is made (if you have activated Autologin in the extension settings).

How activate the Autologin function, see slide 16

' - y =
JFreemindtron
Take bagki€onitrol, take back power

Username or Email Address

Drag or Select QR Code GIF/PNG\

\_ FMTgif J

PAYPAL.gif

Cancel
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Create your login credentials in "encoded”
QR code format

© PassCypher HSM PGP

@ PassCypher HSM PGP © PassCypher HSM PGP

o,
P C h I‘ = Generate your personalized password Generate your personalized password
ass er license :
yp 0 ?0\\0\ ® Length: A Length:
Enter the PassCypher lice- 5 %D‘( X\I\\I\ € Upper case: @ Numbers: Lower case: @ Special characters: @ rs Upper case: @ Numbers: Lower case: Special characters: @
[er e s o0 enS” — 'H-g-g:-@-8:8 8860699 4 H'mE-E:E B 4% 4 689
V\o R e & N % &6 Y HG-U-8 -G-8 U N o o%b M E-HE-4-0 Gt E G
Cllcktc,(\f\el S{X u 1A-\<\)~ 44 4 4 4 4B 4-93
Download \[O‘. cngine () | = |
Unlock more features with the PassCypher Engine License: S H Label name I > H Gmail |
https://freemindtronic.com/passcypher-engine-hsm-pgp/
H Username | H j.doe@gmail.com |
By Freemindtronic H Password 318 8 ” -------------------- o 2 ﬂ‘
: ~0 bits — ~131 bits
EviPass ;— _—
(]
8o e $
Click to open the extension, then click the Fill in the information. Click the icon to generate ¥ The password entropy is - [SRAHEANA ARSI
indicated icon to create your login credentials. random password. By default, the password length calculated and displayed as BRI AR o e el A
is 16 characters, but you can modify it. You can also acolor code. R

enter your password manually.

Slide 9 (*) There is no need to complete the URL for this "encoded QR code" version.



Save your login credentials in "encoded” QR code

» [€Z] Panneau de configuration
& Corbeille
backup tri
Backup_DB_flasher
> Christine
EVIBADGE TESTS
Libellés chiffrés R5A

Libellés codés

~ libellés EviPass QRcodes
> AUTRES

libellés & -
Libellés D - i
@ Q\ ﬁ :: K @ D li' |ilbe||és|(- R
LibellésS -7

m  Gmailgif Choose a folder to save this file, which will be used

2127 octet(s) « OK for automatic connection to Gmail. You can use a

USB key, an external drive, Cloud backup, or other

Click the "QR code" icon, then click the icon The Gmail.gif file is saved in the "Downloads" folder options. Also, consider securing this folder
to save this credential. of your computer. (BitLocker, opening password, etc.).
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Manage your login credentials

W libellés EviPass CQRcodes

» AUTRES

libellés & - C

Libellés [ - |

libellés K - R

Libellés5-Z

Organize your various backups as you see fit: in
this case, alphabetical sorting has been chosen.

&) decathlon.gif
@ digikey.gif
[d] easyflyer.gif
@ easyjet.gif
[&] Edestinos.gif

@ ElectroniqueS.gif

&) eurosatory.gif

libellés EviPass QRcodes > libellés D - i
N, Trier v == Afficher ~
[] DARTY.gif & facebook.gif
[&] DASHLANE.gif &) farnell.gif

&) FEDA Perso (1).gif
&) FEDA Pro.gif

&) FIC.gif

&) FNAC.gif

&) Fullsecure.gif

@ icloud mail.gif

All login credentials appear in .gif file
format.

Don’t forget to secure access to
this folder and make regular
backups
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Examples of connection to a messaging service

_ @iCloud Sign in PfOtOﬂ O utl 00 k Se connecter a Yahoo Mail

., =l Microsoft a l'aide de votre compte Yahoo
” e to continue to Proton Mail
0
. Sign in
eeee . . ce0e Email or username
o

SV esd to continue to Outlook
°%%" [ 4 g :]] Nom d'utilisateur, mail ou téIéphoElE]
Sign in with Apple ID Email, phone or Skype ar |2
st i
p pr— Password No account? Create one! 151— Gliok 1 cllck
\ Email or Phone Number 5] 52 jﬁaw [ 5 38 —E]]@ ‘ i

Sign in . ]
I One click fills both fields I | One click fills both fields I to continue to Outlook Se connecter a Yahoo Mail

a laide de votre compte Yahoo

Sign in with Apple ID

Sign in

. . P No account? Create one!
Remplissage automatique réussi.

Ce mot de passe n'est jamais apparu auparavant dans
.
Emallor Phone Number 5 @ une violation de données
. J

secessesssnssesssnssnssonne 2
| :)

Nom d'utilisateur, mail ou téléphone
Sign in with a security key (?) Fdeccccececececece 5 80

th

oo
20

Suivant
Password =l Microsoft
[ ........... &]@ ‘ < test_evicypher@outlook.com
' Ent d d
S Remplissage automatique réussi. nter passwor Mot de passe

Ce mot de passe n'est jamais apparu auparavant dans

| Keep me signed in
une violation de données

—_— Recommended on trusted devices. Why?
Email or Phone Number

Yy oo Forgotten your password? 2
........................ § &R -EI‘ 2_Vld click

nd click
R mz
password ignin
e @/

............ & 92 5 0000000000000 P..- Q

Sites called “two-step authentication”: 2 clicks are required
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Examples of connecting to a website

Connexion / Inscription

Saisissez votre e-mail pour vous connecter ou créer un compte

Connectez-vous %% Farnell /

AN AVNET COMPANY

E-mail ou nom d'utilisateur

| g: -ﬂ E-mail 51 s |3
1¢ clic
Mot de passe Accés usuaris registrats
9 o @ X
[ CERTIFICAT ELECTRONIC
One click fills both fields I Eomal ° Autofill successful. This password has
"""""""""" .~ already appeared in a data breach
Remplissage automatique réussi.
Ce mot de passe n'est jamais apparu auparavant dans
une violation de données 2

EEEE

o Mot de passe Sl | © Has oblidat la contrasenya?

Mot de passe —

Mot de passe

""""""" 8 @ 8 % @ Password verification and alert in case
of a compromised password.

Se souvenir de moi Restez connecté(e)

Connectez-vous

Site called “two-step authentication”:
2 clicks are required
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AUTOLOGIN IN ONE CLICK!

Access your favorite messaging platforms or websites and enjoy a fast, secure, and
automatic connection.

2 .
& Apple ™M Gmail

=™ Microsoft

Tord

:iCloud T Chilternrailways = American Airlines\\. [Vé AISON
«iClou amazon iking BRI
ODELSEY T . Viting A
C HAN E L il DESIGNED BY HAGAR ALEMBIK
_EAEry , TESCO @ AIR CANADA
MAISONS stk () ===
m m t:ﬂ"RU;g@;Es% 1)
Jet2holidays 7 > BLEUJOUR aples.

X Che New Hork Times i et it
4 DIOR A\ /4 &6 Interflora X CMACGM
FedEx. ® Hotels... Et Sy ‘ &

-—
PrestaShop @) SQUARESPACE
wsm‘,NTg? \' Proton Mail AIRFRANCE ¥ 2
&) WordPress.com
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AES

55H

H-4-4-4-E-4 QG QB 4-4-49 49
-4 . 4/4:

1~

USE THE PASSWORD GENERATOR

Upper case:

© PassCypher HSM PGP

Generate your personalized password
Lengthe [ 16 /

Numbers:

Lower case: Special characters:

G-G-Gc-4 4.9
4-94

M:48-4-
@4 4

Labe

name

Username
Password ar =
=0 bits
e
L]
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16 a The default password length is 16 characters, but you
i can modify it in the window.
A Click to generate the password (example shown: 45
characters).
‘L Username |

3:8‘3‘

=296 bits

Hover your mouse over the field to view the password in plain
text.

H Usermame |

Rc@

H 4n.C6hSkj'gLOTM>SIiS~"n?3Garxh%.\zTjJ50\!|ON> =

=296 bits




Settings & Features

@ PassCypher HSM PGP

Unlock n .c teatures with the PassCypher Engine License:
https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

Parameters

Click on the “Parameters" icon.

© PassCypher HSM PGP

Parameters

Auto segmented key wipe O

BITB
BITB Auto
Directory Path * NFC HSM
Auto Login Activate automatic login after filling in the fields

Download License

A | D

By Freemindtronic

(*) available in the paid version

[ ]
| - | P | o BITB — more information available here

A window opens with various options that you can

activate

Find other features explained in the complete tutorial available on
https://freemindtronic.com/how-passcypher-hsm-pgp-works/
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https://freemindtronic.com/how-does-evibitb-work-detailed-guide/
https://freemindtronic.com/how-passcypher-hsm-pgp-works/

MORE FUNCTIONALITIES

@ PassCypher HSM PGP

By default, the extension opens on the « keys » window

Time until expiration: 12 months, 4 days, 6 hours, 25 minutes, 15 seconds.

Extension Key

Generate new key [&&l Import key

External key

[Name (key) ¥ ] [Insertdirectory V] a B8

Phones Fetch a label EviPass Keys Parameters
NFC function Pwd management

Path of credentials

[ Etiquette (JSON) v ]

[ Insert directory

[ Nom OTP (JSON) v

Find other features explained in the complete tutorial available on the
Freemindtronic website.
https://freemindtronic.com/how-passcypher-hsm-pgp-works/
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https://freemindtronic.com/how-passcypher-hsm-pgp-works/

Activate the license (paid version)

© PassCypher HSM PGP

PassCypher license

[Enter the PassCypher license ]

[ click here to get the UID '3 Concerns the paid version of the PassCypher extension
Download PassCypher Engine

Unlock more features with the PassCypher Engine License: More Informatlon) CIICk here: EXtenSIOn Passcypher HSM PGP

https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

B | D | 2 | #& | =

Home page of the I'extension

Slide 18


https://freemindtronic.com/product/passcypher-hsm-pgp-password-manager/

Take back control, Take back power

EviPass Technology

By Freemindtronic Andorra

L/
L X

For more information: https.//www.freemindtronic.com

g Freemindtronic n Chaine Freemindtronic

Copyright© 2024 - All rights reserved - Patented products - Freemindtronic Andorra


https://www.freemindtronic.com/
https://www.youtube.com/channel/UCxvuRpOWIWIhBXSvpW6B22A
https://www.youtube.com/watch?v=Vhb0QR9gA9w
https://twitter.com/freemindtronic?lang=fr
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