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PP SECURE ENCRYPTION WITH
FREEMINDTRONIC L DATASHIELDER HSM PGP EXTENSION
You need:

» An NFC device bank card or Tag format
» The Freemindtronic Android Application
» The EViDNS software

» The DataShielder HSM PGP extension for web browsers




ESSENTIAL TOOLS BEFORE STARTING

1

Download and install
the Freemindtronic
Application on your
Android NFC phone.

18:4383
Freemindtronic Technology
| -

DataShielder
by | roominarronic

The instructions for downloading can be found in the following slides

' Google Play

2

Download and install the DataShielder HSM PGP
extension on your computer, as well as the
DataShielder Engine software. (slides 6 to 8)

© DataShielder HSM PGP

Datashielder license

Enter license
Click here to get the UUID

To activate the license you must download and install

DataShielder Engine

Consult the tutorial

i |

English
Francais
Italiano

[=F:N0)]

3

Finally, download and install the EviDNS software
on your computer to enable the detection of your
phone on the local network.

https://freemindtronic.com/support/download/#

evidns-download

N
ay

EviDNS Microsoft

Network discovery

Software: EVIDNS

Developer: Freemindtronic
Technology: zeroconf
Version: 1.3.7

Date : 2024/05/29
Security: Code Signing
Certificates by Commodao
Reguires operating system

Windows 10 64 bits,

s

EViDNS Apple

Network discovery

Software: EVIDNS

Developer: Freemindtronic
Technalogy: zeroconf

Version: 1.3.7

Date: 2024/05/29

Security: Application signed
by Apple

Requires operating system

macOS 11 or later

B

EviDNS Linux

Network discovery

Software: EviIDNS

Developer: Freemindtronic

Technology: zeroconf

Version: 1.3.4

Date : 2023/07/03
Requires operating system:
Linux

MDS5 & SHA256 signature

keys is present More



https://freemindtronic.com/support/download/#evidns-download
https://freemindtronic.com/support/download/#evidns-download

ESSENTIAL STEPS BEFORE STARTING

The instructions for pairing can be found in the following slides.

1 2 3

Pair your NFC device with your Pair your phone with the DataShielder Requests will be sent to your phone to
Android phone. (slide 12) HSM PGP extension. (slides 14 & 15) enable the encryption of data using the keys

stored in your NFC device.

® DataShielder HSM PGP

Pairing with The Boss phone |Cancel




PRINCIPLE OF OPERATION

Encryption from a compatible webmail (Gmail,

Outlook, Yahoo, Yandex, iCloud, Roundcube ..) Encryption using the DataShieder HSM PGP extension

o .
o [] © DataShielder HSM PGP

Encrypt or decrypt a message

A Cc \Cai

Make sure the text is encrypted before generating a QR code or sending it by email. QR codes and

messages created with unencrypted text will not be valid and cannot be processed correctly.

Write your text here
Total bytes: 0/2331

_ —
I
v

©oMn

Encrypt

A simple click on the "Encrypt" button.
A request is sent to the phone via the Wi-Fi network.

Select the key to be used for encryption.

vV V VYV V

The data is encrypted automatically.



CONTENTS

Download and install the DataShielder HSM PGP extension
Download DataShielder Engine to activate the license
Download EviDNS

Encryption principles

Pair your NFC device with your phone

Pair your phone with the extension

Activate the NFC function

Text encryption: 2 possibilities

Encrypt and decrypt a text using the extension
Encrypt and decrypt a file using the extension

Encrypt and decrypt a text from a compatible webmail
Backup a SEED phrase (BIP39)

Paired phones management

Settings



INSTALL THE EXTENSION

Download & install the DataShielder extension

CHROME : chrome web store

- chrome web store Q, datashielder

Découvrir Extensions Thémes

DataShielder HSM PGP
{2 freemindtronic.com
0,0 % (0) ®

Signez, vérifiez, cryptez et décryptez directement depuis votre navigateur web

MICROSOFT EDGE : Edge Addons

B" Microsoft | Modules complémentaires Edge

Accueil / Productivité / DataShielder HSM PGP

GD DataShielder HSM PGP

Freemindtronic SL

wwwww (0) | 34 Utilisateurs | Productivité
mmmm

FIREFOX : in progress

OPERA : in progress

At the top right of your computer

screen, click this icon to access
f oSN > B FN ¥
extensions -
Extensions

Click the icon to pin DataShielder to
your toolbar

No access needed

These extensions don't need to see and change

information on this site.

Adobe Acrobat: PDF edit, c...

©

e
LX)

©

DataShielder HSM PGP

Freemindtronic Extension

PassCypher HSM PGP

a}
a}
2
[l

The DataShielder icon appears at the
top right of your computer screen. Click
to open the extension.



https://chromewebstore.google.com/detail/datashielder-hsm-pgp/lcdapnpfkpolccabhfjephapeaabcood?hl=fr
https://microsoftedge.microsoft.com/addons/detail/datashielder-hsm-pgp/gggdddflfnhlnelilpiimgfonenggica

THE EXTENSION IS INSTALLED

o |3 ©

© DataShielder HSM PGP

Click on the icon to
open the extension
Datashielder license

; English
Enter license
Francais

Click here to get the UUID et

To activate the license you must download and install Italiano

DataShielder Engine BHA®D

. Portugués
Flexible Licensing System COnSUlt the tutorlal 9

taShieider HSM F

Romanesc

KeyAdvanlage‘s o PyCCKVl[;'l

« Preservation of Anonymity: By tying the license to the hardware rather than the user, DataShielder HSM PGP ensures complete

Espanol

RS

To complete the process, click here* to download DataShielder Engine and install the

software (Windows or MacOS). Then go to the next slide. The DataShielder HSM PGP extension is translated in 13 languages :
Arabic, German, English, Catalan, Chinese, Spanish, French, Hindi,
(*)_https://freemindtronic.com/support/download/#datashielder-engine-microsoft Italian, Japanese, Portuguese, Romanian and Russian. You can choose in

which language to display the extension.



https://freemindtronic.com/support/download/#datashielder-engine-microsoft
https://freemindtronic.com/support/download/#datashielder-engine-microsoft

ACTIVATE THE LICENSE = —— —

I Tutoriel : Activate the DataShielder License

https://www.youtube.com/watch?v=3I ZYnAFwik

i — i — i — e —

® DataShielder HSM PGP © DataShielder HSM PGP ®© Datashielder HSM PGP EEENN © Datashielder HSM PGP

Datashielder license Datashielder license Datashielder license

Extension key

Enter license Ent eyJhbGciOi Uzl 1NilsInR5cCl6lkpXVCI9.eylleHAIOJE3NjQ2NjL | [ v (e ey
Click here to get the UUID 20180704-3837-8BF1-B124-38378BF1B128 [ ] 20180704-3837-8BF1-B124-38378BF1B128 Ext
ternal Key

To activate the license you must downlofd andhinstall To activate the license you must download and install To activate the license you must download and install

S| 3 key! v nse ectory
DataShielder Engjne DataShielder Engine DataShielder Engine Name (key) Insert directory

S Consult the tutorial Consult .
Consult the tutorial = Consult the tutorial Encrypt/Decrypt-keys

& Decrypt [+

P 8 x4 s s

When DataShielder is installed, click to Copy this number and send it by Then, copy/paste the license number The license is activated. The
get the UUID of your computer's email to the address indicated on the received in return and click on the validity is indicated in real time at
motherboard Freemindtronic website. indicated icon to activate the license. the top of the page.*

(*) Several subscriptions are available: hourly, daily, weekly, monthly or annually.


https://www.youtube.com/watch?v=3I_ZYnAFwik

HOME PAGE IN DETAIL

When you open the DataShielder extension, the window below appears.

By default, the extension opens on the "keys" window.

© DataShielder HSM PGP

Time to expire: 11 Months, 20 Days, 21 Hours, 22 Minutes, 24 Seconds.

Encrypt/Decrypt-keys

Password

Phones EviCypher EviSign EviSeed Keys Settings
NFC function Encryption Signature BIP 39 Create/Manage

Find in this tutorial the different features except EviSign

Adequate tutorial available here https://freemindtronic.com/how-it-works-products-in-depth-guide-to-fullsecure/



https://freemindtronic.com/how-it-works-products-in-depth-guide-to-fullsecure/

ENCRYPTION VIA AN NFC DEVICE

Using an Android NFC phone and the Freemindtronic Application

1. ACTIVATE the NFC feature in the 2. Download and install the EviDNS software available

extension Parameters for Windows, Apple and Linux
https://freemindtronic.com/support/download/#evidns-download

as < D

T ) NEC HSM EviDNS Microsoft EviDNS Apple  EviDNS Linux

Parameters DataShielder HSM PGP

Requests will be sent to your phone to enable data encryption.
Check that your computer and phone are on the same Wi-Fi network.

Do not forget to open the Freemindtronic Application on your phone to receive encryption requests.


https://freemindtronic.com/support/download/#evidns-download

YOUR DATASHIELDER CARD

freedom

Each card (or Tag) comes with a
| unique pairing key (QR code).
This QR code is found on the white PVC card.

You need to pair your card with your phone in
order to use it.

Store it in a safe place, as you will need the
pairing key if you change phones. If you lose
the QR code, we will not be able to provide it

ri'jFULLSECURE to you.

[
EN: Product Pairing Key
FR  CIé d’Appairage du Produit gL
CA: Clau d'aparellament del producte
ES: Clave de apareamiento del producto -

www.freemindtronic.com



Find the location of your smartphone's
NFC antenna

The NFC antennas of smartphones are
generally located on the upper back part,
below the cameras. However, they can be

found in other places on some phones.

If you have difficulty managing the NFC
connection with your phone, try placing the
card in different positions or refer to your
phone's technical specifications to locate the
NFC antenna.




FIRST STEP: PAIR THE CARD WITH YOUR PHONE

’e
‘e

.Freemindtronic

Waiting for Freemindtronic
device

[ 1have read and agree to

[ 1 have read and agree to

Cancel

Click to accept the "Terms and
Conditions" and "Privacy Policy'
and click on ”"Confirm”.

_ s

[ O) 4

Open the Freemindtronic App. Place again the card under
Place the card under your your phone
phone's NFC antenna. Scan the
QR code of your pairing key.



PAIR YOUR PHONE WITH THE EXTENSION 1/2

© DataShielder HSM PGP

© DataShielder HSM PGP

© DataShielder HSM PGP

Phones =R Pairing with The Boos phone | Cancel

Time to expire: 11 Months, 20 Days, 21 Hours, 22 Minutes, 24 Seconds.

* redmi ch nov 2024 (offline) Delete

Extension key

Insert directory

Register a new phone

External Key

Name (key) v Insert directory

Encrypt/Decrypt-keys Scan the QR code with the application.

& Decrypt [+

| T S R S

] B o . p o

Open the DataShielder extension and click A new window appears. Write the name you want A QR code appears. You need to scan it with the
on the "Phones" icon. to give to this phone, then click on "Add". application on your phone.

A ] == &  d <



PAIR YOUR PHONE WITH THE EXTENSION 2/2

BB . -

m Helene samsung 10

B Rl @ all B

John phone

a Office phone

DataShielder

by Freemindtronic

[ O] <

Click on the « + » icon
and ...

Open the app and click on
the icon indicated above.

Add the browser Add the browser

© DataShielder HSM PGP

Pairing with The Boss phone |Cancel

==

. 3

7

Verify that the security code displayed
is the same as the one on your
computer. If they match, click "YES."

... scan the QR code
displayed on the
computer.

A security code appears on
your phone.

Your phone is now paired with the DATASHIELDER extension. The chosen name appears in the list of phones.



YV V VY V

ACTIVATE THE “NFC HSM” FUNCTION

© DataShielder HSM PGP

Open the DataShielder HSM PGP extension. Parameters

Click on the "Settings" icon [1].

Auto extension key wipe B

Slide the toggle to "NFC HSM" [2].

Directory ® NFC HSM
Encryption and decryption operations will be carried out using the keys
yp yp P & y Legacy - OpenPGP

stored in your DataShielder NFC card.
Download .
license =

A request will be sent to your paired phone.

(*) A specific tutorial is available to guide you on how to create and save encryption keys in the NFC card.



PRINCIPLES OF ENCRYPTION

» Encryption with an AES encryption key created and stored in the DataShielder NFC card.
» Both the sender and recipient must possess the same encryption key.

» Encryption and decryption of texts or files* from your computer.

» Steps:
» Write your text and click on the "Encrypt" button OR insert the file(s) to encrypt in the indicated area.
» Arequestis sent to your favorite phone.
» Click on the request'and place your NFC card under the antenna of your phone. @ DataShielder HSM PGP
» Choose the encryption key you want to use and place the card under the phone.
» The text is encrypted, ready to be sent to your recipient. —
> The file is encrypted and available in the .Evi format. Phones e

* redmi ch nov 2024 (offline) Delete

“f{ The Boss phone (online) Delete

To encrypt with the DataShielder extension,
click on the« EviCypher » icon.

Register a new phone

Name:

EviCypher
=] x

(*) All file types are compatible: jpeg, pdf, Word, Excel, PowerPoint, videos, etc.



Encryption request in detail What to do if the request is no longer
displayed?

When you click on "Encrypt" or "Decrypt" from your computer, a

request is sent to your phone (via the Wi-Fi network). The request remains displayed for 6 seconds.

If you did not click and it disappears, swipe down on the
screen, and the request will become visible again.

Click on the request and follow the instructions displayed on the
phone.




TEXT ENCRYPTION: TWO OPTIONS

UNIVERSAL USAGE

© DataShielder HSM PGP

Encrypt or decrypt a message
Our next meeting for the validation of the prototype will be at the specific Text Opacity: 81%

place you know ... -_—

oM

Encrypt  Decrypt

The extension is compatible with all messaging services, chats, etc.
In this case, encryption and decryption are done directly from the
extension.

WEBMAILS USAGE

“‘\G\o\)d M Gmail . &\00\"
\I
LINKEDIN ndex 360

The extension is compatible with certain email clients that use a web
browser to access your emails (webmail). In this case, encryption and
decryption are done automatically directly within the webmail.



SOLUTION #1: WEBMAILS USAGE

» If you are using a webmail compatible with our extension, you do not need to change your habits.
» Write your email and click the "Encrypt" button and use your NFC card before sending it to your recipient.

» The recipient, if he uses a compatible webmail, simply needs to click the "Decrypt" button and use his NFC card to read your message.

. - P & Aa ©
i M Gmail Yal'ldex @360 ot Outlol 4 & Chiffrer
B I U & Aral ~Tr~ @~ T A (
Write something _
& Chiffrer
Send @ Chiffrer :I) L B e & —

Rédigez un message Linked m | DecHIFFReR) )
3en9qudfC(® MER

T .
, yahoo/mail . :
Correo /4, andorra telecom v roundcube AAAAFCZFLNxtBuaE7YMShC2h
et mic0cG1807_ZOVEMLITAYXMX-DGI1qXggVVwqoQd-
AT79ciKtTaVQCYAZnv4d 1Zv_MoabzmbUJC1q7nrVtEGsezNUdYFQ
) ) CChThitnQjotXaZQj7UPPM2YbtUOSbd6UONSBbvSfclcYSBoH2ptd
Cliquez pour chiffrer le message. GPP1PjpcdadrSWaRIhdDOBWEhaY 16wx1 ZxngBIWKWivkoX9A
1008

M K B I U & A - a@GIF @
e [h.'@ e

0

2 1 v - . »
Descartar o W O A



ENCRYPT A MESSAGE WITH GMAIL

Last meeting -2 X

De evikey <contact@evikey.com> ~

A 6 teamgamefullsecure@gmail.com X
Cc Cci

Last meeting

Good evening
The last meeting will be next friday at the place you know
Thanks to inform the team

Best regards

© @ Verdana ~ 1T~ B I U A~

'
4
1]
4

L
@Encrypt JA 0 @ @ & @ : W

1551 BB . B 3.0 . B W -4
Encryption key request - now ®
EviCrypt

-
. @
ok )(\‘?
A 10

DataShielder
by F Toni

ndiror

Open Gmail and compose a message.
Click on the "Encrypt" button.

and place the card under
the phone's antenna.

LIBELLES CONNEXIONS

o cle gmail

" finances

(M « manager

m " Marie

0 o Prototype

Last meeting - @ X

De evikey <contact@evikey.com> ~

A ° teamgamefullsecure@gmail.com X
Cc Cci

Last meeting

AAAAFdBQNDgT1eGw29h1yMnoMqB8ES1rS@xW5QmIgTQMh_g_J5s8rvmOFnlzkyDuuTANsn8Q

© & Verdana ~ T+ B I U A~

('
4
il
4

The message is encrypted. Click on "Send".




DECRYPT AN ENCRYPTED MESSAGE RECEIVED IN GMAIL

First method from your computer

1 2 3

1551888 3.0 0 B W -4

{3 Requéte de clé de chiffrement

. Prototype termine
Prototype terminé nbox x vP
A ’: . Jacques Gascuel
47 Jacques Gascuel g o -
e ome -
Subject: Last meeting @ Fermer | B8R QR Code
Q Decrypt Eg QR Code Good evening
AAAAFABQNDgTleGw29hlyMnoMgB8ES1rS0xW5QmJgTQMh Datashielder
11C11jtMLSaJKBHTb646-ehiTk2VqYN6PPiPIfSStGyjV5bp_Aby The last meeting will be next friday at the place you kng
62IncYmIrSwJyhpiiVgNpQ8zgjByt_2Mj0_m6NccVG01AQkyMz|
Thanks to inform the team
<<—\ Reply ) (ﬁ Forward) Best regards
L a ® < P AAAAFdBQNDgTIeGw29hlyMnoMgB8ES1rS0xW5QmJgTQMh_g_J5s8rv
Open the email received in Gmail and click on the And place the card under The message is instantly decrypted on your
"Decrypt" button. the phone's antenna. computer. If you close the message, it will

reappear encrypted.



DECRYPT AN ENCRYPTED MESSAGE RECEIVED IN GMAIL

Second method*

Récupérer le texte

Prototype terming inbox x

£ ), Jacques Gascuel

‘I“’ tome

Waiting for Freemindtronic
device

& Decrypt | BRQRCode

Virtual keyboard

$

\ )
Open the email received in Gmail Open the side menuand  Click on the envelope icon, Scan the QR code Place the card under the The message appears
and click on the "QR Code" click on EviCrypt. then on QR code. displayed on the computer phone's NFC antenna. decrypted.
button. screen.

(*) Using this method allows the decrypted message to be displayed on the phone



1

© DataShielder HSM PGP

Drop a file in one of the two zones below.

Drop files here to decrypt

© DataShielder HSM PGP

Drop a file in one of the two zones below.

The file to encrypt

6.2 MB

EN-Quick sta...

Remove file

Encryption key request - now &
EviCrypt

»

AW
) \;ov\ e GV\OY'V\X\’ x\ne
o\ » 0\V\‘>‘ fo\\o o
QO et Aot
e

Recent download history ®

" EN-Quick start guide extension

DataShielder HSM PGP 10.2024[1].Evi
5.9 MB « Done

The encrypted file is available in the

"Downloads" folder with a .Evi extension.

ENCRYPT A FILE WITH DATASHIELDER EXTENSION
2

155008 - @R @ .l - 94,

3

" Find by list

Cle gmail

cle test

confex4.0

0 David-jacques
didier_christin

G Encryption key

Financial key
n - \ceM o wﬂ\V\"’
C\‘\o\c ow ‘\’\/\d‘6 06 e oo\Y’d\
=14 on . O aw\,&v\v\ﬂ\\

@) John

jose /christine

josep

L. . . |
J




DECRYPT A FILE WITH DATASHIELDER EXTENSION
2

1551 B . @ Bl @ il T (-) 04

1

Drop a file in one of the two zones below.

Drop files here to encrypt

@ DataShielder HSM PGP Encryption key request : now &

EviCrypt

— |

oo *W 0\6\(\@0@ xhe 00\;
oW xew
& ins “”"“A%)(Jr\/\@ NFCAT
click decryP andey

Drop a file in one of the two zones below.

The file to decrypt Recent download history ®

Drop files here to encrypt

6.2 MB

EN-Quick sta...

Remove file

\ MNAtaShialdar /

A

© DataShielder HSM PGP

If the key used to encrypt the file is stored
in the NFC card, decryption is automatic.

If your browser is not compatible with
the automation service, you will need to
use the manual method, i.e., click on the
key used for decryption.

@-| EN-Quick start guide extension
DataShielder HSM PGP_10.2024[1].pptx

] The decrypted file is available in
the « Downloads » folder.

2.9 VIB ¢ 5 minutes ago

" EN-Quick start guide extension

DataShielder HSM PGP_10.2024[1].Evi
5.9 MB ¢« 9 minutes ago




ENCRYPT A TEXT WITH THE DATASHIELDER EXTENSION

1551088 - BR.a0 . W -4,

© DataShielder HSM PGP

[ ] -
Encryption key request - now # Find by list & DataShielder HSM PGP

EviCrypt

Encrypt or decrypt a message Cle gmail

—‘ 2 b Encrypt or decrypt a message
Make sure the text is encrypted before generating a QR code or sending it by email. QR codes and 2 R cle test
J \&?‘\' \0 Total bytes: 442/2331

messages created with unencrypted text will not be valid and cannot be processed correctly. ’\’ ¢ 6v\0( ‘\’v\a cotifexa.0
0\\0\5 ov A %o\\O\N AFQ a4 Text Opacity: 75%
Total bytes: 67/2331 \ll A oV\5- 0 David-ian~: «\' . P
: anest o et avid-i A WA z dbZjRlue ORB2bdvma- —
ve en WSt . +he ke e 4 38tETpfpisi13UsdtAGS SWCnOESRmS Suyeqirgm91figx
Text Opacity: 42% ()V\’eGY.@ - - l‘"—(w O\\Ok & d‘ \0\06 ’\'\/\6 00\(
— : : | rounse M Pv;c antenwna ©
o n ander Te N one om a4z
‘ ‘ he P
Encrypt  Decrypt ‘ ‘ EIVRY (RS
< © guillaume
Click the specified icon and write your message in the u ‘ o The text is encrypted. The icons "Send" and "QR
. . . . ugo . .
designated field. Click on “Encrypt”. A request is sent = ) Code" become accessible. Click on your preferred
to your favorite phone. - icon to send your message.

Some useful notes directly related to cybersecurity

- : \
4 _7pIxANHwxEAyy3kxHgPkF2XhokBg0it4yOqKcUH ! .

L ar
Text Opacity: 13% oL I
. . ) Use the "Copy" burtton to send I
Text Opacity: By default, and for security purposes, You can also make the text completely unreadable by | the text via vour preferred Generate .
opacity is set to 13%. You can adjust it as desired. clicking on the eye icon. . messaging platform. Semi via ~ @R code !
Outlook

\ | | | | | ] | | | | | ] | | | | | ] | | | | | | .



DECRYPT A TEXT WITH THE DATASHIELDER EXTENSION

© DataShielder HSM PGP

B3l @ .l B = @) 94,

155888 -

Encryption key request - now &
EviCrypt
Encrypt or decrypt a message

A
(o] H ) .
& DataShielder HSM PGP .
vg-
‘(60\(}\05‘\’ i Make sure the text is encrypted before generating a QR code or sending it by email. QR codes and
o messages created with unencrypted text will not be valid and cannot be processed correctly
(4

Total bytes: 68/2331

Encrypt or decrypt a message

Text Opacity: 70%

Total bytes: 442/2331
/A8
Our next meeting will take place in our favorite hotel in 2 days
—

Text Opacity: 49%

Encrypt  Decrypt

Encrypt  Decrypt Datashielder
The message is automatically decrypted and displayed in the
designated area.

Copy the encrypted text received via email (or another source) into
the designated area. Click on "Decrypt". A request is sent to your
favorite phone.

If the appropriate encryption
key is saved on the card,
decryption is automatic.



BACKUP OF SEED PHRASES (BIP 39)

© DataShielder HSM PGP

Temps avant expiration: 11 Mois, 19 Jours, 19 Heures, 6 Minutes, 25 Secondes.

Seed phrases must be saved offline. Clé drextension

Insé le chemin

They are composed of a variable number of words.

Clé externe

They can be written in multiple languages.

v Insérer le chemin

The backup is performed in an encrypted manner.

vV V YV VYV VY

Click on the "EviSeed" icon to get started. et © G S C

Mot de passe & | Déchiffrer [+

EviSeed

For this operation, you need a SEED NFC device (card or tag format),
available in the Freemindtronic online store.



https://freemindtronic.com/product/seednfc-hsm-100-tag/

HOW TO PROCEED?

© DataShielder HSM PGP

I!:eth M ‘

= ethch

Store seed phrase

Label name: SEED Test

Select Size: Select Language: Eﬂglish -

)

) eth ch_SEED

(o)

ether bis

)

) ether bis_SEED
SeedPhrase

).

SEED phrase ether test

federal v useless v

N\
>

0 ether_SEED

SEED Test

new apk

donkey - trophy v

®

\
/)

© new apk_SEED

Polygon

social insane v

=\

() SEED ETHEREUM

)

) SEED Test

= G

. @ SEED valide
Fill in all fields. Pay attention to the order of the different A QR code will be ,
words. Then click on "QR Code." displayed < wallet

L\ J \ J
Fu Em o Em Em Em o Em Em Em Em Em Em Em Em o oy Click to open the menu on the right, Your SEED phrase is successfully
[ A validation check of the SEED phrase is performed | click on "QR code” and scan the QR saved in your SeedNFC card.
I (CHECKSUM). If the words are incorrect or entered in I code. This screen will iutorr’:a!tlcally

the wrong order, an error message will appear, appear, click on the “save” icon.

I preventing data from being saved. I

h————————————————d



MANAGE PAIRED PHONES

You can pair a large number of different phones.
To do so, repeat the pairing procedure and assign a different name to each phone.

B 3.l @ il B @D 79,
7N L .
© DataShielder HSM PGP O Aiice phone
John phone
Phones 3 Refresh m Mary phone
e Office phone
‘ji\( redmi ch nov 2024 (offline) Delete 'ﬂ Paul phone
* The Boss phone (offline) Delete 1B Hosepione
m Walter phone
‘,ﬁ{ Mary phone (online) Delete
‘A’ John phone (online) Delete
Register a new phone
Name:
= =
U ] 1 p o | -
© ® <
In the extension, click on the "Phones" icon. To set a A J

favorite phone for receiving requests, click on the star. Paired phones list
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Parameters

Time to expire: 11 Months, 19 Days, 20 Hours, 41 Minutes, 47 Seconds.

Extension key

Auto extension key wipe W The key will be erased if this option is checked **

Insert directory

S Directory ® NFC HSM Use of an activated NFC device

Legacy - OpenPGP Choose the encryption algorithm for texts

~
Download 4 Save the license key preferably on an external
|icense support )

Name (key) v Insert directory

Encrypt/Decrypt-keys

Password &| Decrypt |+ (*) Functionality explained in this tutorial: use of an NFC
device.
Parameters
(**) When the license expires, the key is automatically
8 g * » o B B g & V4 & erased for cybersecurity purposes, especially if it is used
Click on the « Parameters » icon A window will open with various options you can enable. Eir:rporarlly on a computer that does not belong to the

(***) Refer to the DataShielder Extension Tutorial
explaining its functionality with specific paths.



[ EASYTO
USE

WARRANTY SH[|)EA|_T§ER [ WITHOUT |
svears Ml \rchsum [l BATTERY

OFFLINE



Take back control, Take back power

EviCypher Technology

By Freemindtronic Andorra

L/
L X

To know more: https//www.freemindtronic.com

Freemindtronic u Channel Freemindtronic

Copyright© 2024 All rights reserved - Patented products - Freemindtronic Andorra


https://www.freemindtronic.com/
https://www.youtube.com/channel/UCxvuRpOWIWIhBXSvpW6B22A
https://www.youtube.com/watch?v=Vhb0QR9gA9w
https://x.com/freemindtronic?lang=fr

	Diapositive 1
	Diapositive 2 Finally, download and install the EviDNS software on your computer to enable the detection of your phone on the local network.  https://freemindtronic.com/support/download/#evidns-download
	Diapositive 3 Requests will be sent to your phone to enable the encryption of data using the keys stored in your NFC device.
	Diapositive 4
	Diapositive 5
	Diapositive 6 Download & install the DataShielder extension  CHROME : chrome web store       MICROSOFT EDGE : Edge Addons        FIREFOX : in progress  OPERA : in progress
	Diapositive 7
	Diapositive 8
	Diapositive 9
	Diapositive 10
	Diapositive 11
	Diapositive 12
	Diapositive 13
	Diapositive 14
	Diapositive 15 A security code appears on your phone.
	Diapositive 16
	Diapositive 17
	Diapositive 18 Encryption request in detail  When you click on "Encrypt" or "Decrypt" from your computer, a request is sent to your phone (via the Wi-Fi network).   Click on the request and follow the instructions displayed on the phone.
	Diapositive 19
	Diapositive 20
	Diapositive 21  ENCRYPT A MESSAGE WITH  GMAIL
	Diapositive 22  DECRYPT AN ENCRYPTED MESSAGE RECEIVED IN GMAIL
	Diapositive 23  DECRYPT AN ENCRYPTED MESSAGE RECEIVED IN GMAIL
	Diapositive 24 ENCRYPT A FILE WITH DATASHIELDER EXTENSION
	Diapositive 25  DECRYPT A FILE WITH DATASHIELDER EXTENSION
	Diapositive 26
	Diapositive 27
	Diapositive 28
	Diapositive 29
	Diapositive 30
	Diapositive 31
	Diapositive 32
	Diapositive 33

