QUICK START GUIDE
PASSCYPHER HSM PGP License

By Freemindtronic Andorra

Password manager with robust security | {N)

Serverless, Databaseless, without identication
« Zero Trust & Zero Knowledge »
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INSTANT AUTOMATIC LOGIN

o Y
B8 Microsoft
Sign in
Email, phone, or Skype m% Y One click on the indicated icon, the fields are
No account? Croate onel filled, and the connection is established.

Can't access your account?
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CONTENTS

» Operating principle
» Installation of the PassCypher HSM PGP extension

» Purchase and activation of the paid license (PassCypher Engine)

» Creation of segmented keys

» Creation and backup of login credentials (encrypted containers)

KI‘
» Random password generator @
» TOTP/HOTP Key Management (2FA) Innovation 2025 = PassCupher
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» ONE CLICK Connection

> More features
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Account ID or email address

Password
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HOW DOES IT WORK?

PassCypher HSM PGP is a browser extension that allows instant automatic login.
A patented system of segmented key authentication is implemented.

You benefit from maximum security and unmatched execution speed.

Click on the icon shown below in the "Identifier" field.

The fields are filled, and the login is completed

Remember to enable Auto Login* in the extension settings.

Password no pwned

. oo
_b g

Account ID or email address

Pas‘SWOfd""""""'" & «ZD
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® poscypher i Por

Time until expiration: 2 years, 10 months, 26 days, 20 hours, 45 minutes,

25 seconds.

Extension Key

nsert directory

External key

(*) Enable Auto Login

I L] I ] I L] I IS

button to the right.

'oB00

*
/ Click the « Settings » icon, then slide the « Auto Login »

sept test

v

el ¥}

Path of credentials

|
|

Parameters

Auto segmented key wipe [
BITB

BITB Auto

Auto Login D

Download License

NFC HSM

N\




INSTALL THE EXTENSION

Download and install the PassCypher HSM PGP extension

€EQ0Q®

CHROMIE : chrome web store

BRAVE : chrome web store

OPERA : chrome web store

MICROSOFT EDGE : PassCypher HSM PGP - Microsoft Edge Addons

FIREFOX : in progress

@ Add "PassCypher HSM PGP"?

It can:
Read and change all your data on all websites

Communicate with cooperating native applications

~

£~ chrome web store Q, PassCypher

Discover Extensions Themes

@ PassCypher HSM PGP

& freemindtronic.com 5,0 % (1 review)

Extension Privacy/Security

\ Add extension l@

«<; Share
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https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://microsoftedge.microsoft.com/addons/detail/passcypher-hsm-pgp/adffmhgpdaacblobmnidgkcheehgeaii

COMPLETE THE INSTALLATION

Click on this icon to access the extensions.

Vs 3

T

v E Google Agenda - Semainedu @~ X 9 Evilabel — EviPass X :: PassCypher HSM PGP Free Pas: X o+
<« » C 25 freemindtronic.com/product/passcypher-hsm-pgp-free-password-manager/ Q
search Q Technologies v Fullsecure products Blog~ =~ Newsv | Support~ Companyv~ Shop YRGB L
:: Freemindtronic LOGIN / REGISTER WISHLIST @
Extensions X

Herié » Siep No access needed

Passc her® PassCypher HSM PGP Free Password These extensions don't need to see and change

yp Manager information on this site.
Password Manager HSM PGP h
Hardware & Software Patented .
‘ Click on the
PassCypher HSM PGP Free Password Manager provides robust security with Adobe Acrobat: PDF . :
end-to-end encryption. Benefit from advanced anti-phishing protection and icon
effortless auto-login via drag-and-drop or double-click. Available in 13 -~
languages and compatible with systems supporting Chromium-based and & DataShielder HSM PC .
Firefox browsers. Support the development of this free tool by making a
donation.
Note on Tutorial: Please note that the tutorial is available in French: Tutorial — @ PassCypher HSM PGP Q E
PassCypher HSM PGP Free Extension v3.0.0
Your Contribution *
PassCypher® r—
G ¥ " =T pe—— £ . . .
5 Click on the PassCypher icon at the top right of your
- DONATE » computer screen to open the extension.

| | | o)]s = 0 @ :




MULTILINGUAL EXTENSION

© PassCypher HSM PGP [XENE

Catala

PassCypher license Deutsch

The PassCypher HSM PGP extension is translated

‘ Enter the PassCypher license Francais

) into 13 languages: Arabic, Catalan, German,
| Click here to get the UUID taliano | English, French, Hindi, Italian, Japanese,
Download PassCypher Engine =R Portuguese, Romanian, Russian, Spanish and
Unlock more features with the PassCypher Engine LicePortugués Chinese.
https://freemindtronic.com/passcypher-engine-hsm-jRomanesc

o Pycekui You can choose the language in which the
By Freemindtronic Espafiol . . ]
extension is displayed.
IR
R | D | & | #& | =%
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PURCHASE THE LICENSE

&3 Freemindtronic CONNEXION

BOUTIQUE LISTEDES

segmentee, vOs I0ENTITIants ge ConnNexIion Sont proteges par une securite ae

S J

~_ St

_—Buy a One-Year License m
),

niveau cyberdéfense. La licence d'activation est entierement indépendante des

clés de chiffrement segmentées que vous configurez librement, ce qui vous

permet d'activer une licence sur nimporte quel ordinateur, méme pour une

seule journée, puis d'utiliser vos clés segmentées préférées stockées sur les Q:Q Vi Sit t h e F R E E M I N DTRO N I C sto re

PassCypher” appareils de votre choix. Pour activer la fonction PGP HSM PassCypher
entiérement automatisée apreés l'achat de votre licence, il vous suffit
d'installer PassCypher Engine sur votre ordinateur Windows ou MacOS. *

Ouvrez la page d'accueil de l'extension PassCypher, cliquez dans le champ de ‘Q’ Se | e Ct “ Pa sscyp h e r H S M PG P Pa sto rd M a n age r”

droite pour récupérer votre numéro de carte mere, et envoyez-le par e-mail en
cliquant ici . Vous recevrez le numéro de licence par e-mail. Vos conteneurs
cryptés, contenant vos identifiants de connexion et vos URL, peuvent étre “’ C h h . k h H b

stockés librement sur n'importe quel support de stockage de votre choix, * o 0 s e t e o pt I O n t a t S u Its yo u e St
méme centralisé, sans aucun risque. Seuls ceux qui possédent les bonnes
clés segmentées peuvent y accéder. De plus, vos conteneurs restent cryptés a

tout moment, méme pendant leur utilisation, assurant une cyber-résilience 0’0 P ro Ce e d Wit h t h e p a y m e nt

maximale. Ce gestionnaire comprend également une protection anti-phishing

automatique et Ver choisissez une option

via Have | Been PW S

ooy ** The next slide explains how to activate your license

| Durée de vie
licences allant d'ur]

MacOS, cet outil vé Mols

zero koowede

{
préservant votre af Demander un devis
|

consulter la vidéo § peux ans

ur 'activation del

Semaine

Durée de lalicence U an <

(*) Note: There are several subscription options
available: daily, weekly, monthly, or annually.
Slide 8



ACTIVATE THE LICENSE

@ PassCypher HSM PGP @ PassCypher HSM PGP ) Pa ohe PGP EEEE
Time until expiration: 12 months, 4 days, 10 hours, 26 minutes, 51 seconds.
PassCypher license PassCypher license PassCypher license ——
ension Key
[Entel the PassCypher license } [Erﬂel the PassCypher license J {ethchiOiJlUZI1NiISInRScCl6|kpXVCJ9.eyJ|eHAinE3NjQ]
Y. Generate new key Import key
: ™
[Chck here to get the UUID - - a [20180704-3837-88F1-8124-3837BBF1 B128 } a {20180704-3837-88F1—B124—3837SBF1B128 ] a
gl
Download PassCypher Engine / Download PassCypher Engine Download PassCypher Engine External key
Unlock more features with the PassCypher Engine License: Unlock more features with the PassCypher Engine License: Unlock more features with the PassCypher Engine License:
https://freemindtronic.com/passcypher-engine-hsm-pgp/ https://freemindtronic.com/passcypher-engine-hsm-pgp/ https://freemindtronic.com/passcypher-engine-hsm-pgp/ [N-f-me (key) ¥ ] [mse: directory '} a a a
By Freemindtronic By Freemindtronic By Freemindtronic
Path of credentials
° Etiquette (JSON) v
. | O I b | ' | * . | D | -.a | P | * . | D | ‘.“ | P | * [ Insert directory V} B
Click on Download PassCypher Engine Send this number to fullsecure [at] Copy/paste the license number
and |:stall the §oftware (Wlndows or freemindtronic.com received in return. Then click on the By Freemindtronic
macOS)*. Then click to obtain the UUID of indicated icon to activate the license. B | o | = | & | w&

your computer.
The license is activated. Its validity is displayed
in real-time at the top of the page.

(*) Go to « Download Folder» and click on the file to install it

' PassCypherEngine_1.3.0_x84 (3).exe @ YouTube Install PassCypher Engine
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https://www.youtube.com/watch?v=I-xBhi1s8NI&t=56s

CREATE YOUR SEGMENTED KEYS

@ PassCypher HSM PGP

Q{) PassCypher HSM PGP

@ PassCypher HSM PGP

Time until expiration: 12 months, 4 days, 6 hours, 25 minutes, 15 seconds.

Extension Key

Generate new key Import key

External key

[ Name (key) ¥ ] [ Insert directory

080

Path of credentials

[Label (JSON) v ]

[Insert directory V] a

By Freemindtronic

[OTP Name (JSON) v

R | D | 2 | #» | =

Click on the "+" symbol to generate an
extension key. This key is saved in the local
storage of your web browser.

Time until expiration: 12 months, 4 days, 6 hours, 22 minutes, 53 seconds.

Extension Key

[Insertdirectory V] B a a

External key

[Name (key) v ] [Insertdirectory V] B a

Path of credentials

I See next slide to complete this part
1 J

Insert directory v ’

[OTP Name (JSON) v

By Freemindtronic
R | D | & | &2 | =

The extension key is created. You now need to
create the external key. Assign a name to the key
and _ It is recommended to

use external storage (USB key, SSD, etc.).

Slide 10

Time until expiration: 12 months, 4 days, 6 hours, 19 minutes, 55 seconds.

Extension Key

[Insertdirectory V] B a a

External key

[Test v ] [F:\EviKeyUSB NFC\Cles V¥ a

Path of credentials

(o WS

[Labe\ (JSON) v ]

[ Insert directory V] a

By Freemindtronic

[OTP Name (JSON) v

B | D | & | & | =

Click on the « EXPORT » icon [1] follow by the
« SAVE » icon [2]. The external key « Test » is
created and saved.

_: detailled explanations in the next slide



INSERT THE ACCESS PATH

Y V V V

Choose where you are going to save your external key (internal or external hard drive, USB key, etc.)
Then provide the exact path of this location
Below you will find out how to do this if you are using a Windows or macOS operating system.

Strictly follow the instructions mentioned.

To ensure optimal security, if the external media is not available or connected to the computer, it will not be possible to access the external key.

/ Windows

~

Lecteur USEB (B} >  Passcypher keys \3,‘
-

N~

E:\Passcypher keys|

3 Couper

™D Copier

O

1. Create a folder [here “PassCypher keys] in your external

media
2. Location is displayed

3. Click in the window, the path is selected

4. Right click, “Copy” button appears
. Click “Copy” and paste into the extension without addi

5
\ any other characters

macOS
< N —— 1. Create a folder [here “EXTENSION KEYS] in
your external media
; 2. Location is displayed
3. Hold down the “alt or option” key and
EXTENSION KEYS right-click the mouse

Diaporama « EXTENSION KEYS » )
\z 4. Click on « Copy »
r & BX

Cop} TENSION KEYS » en tant que nom de chemin
Partgge

5. and paste in the extension without
adding any other characters

[Test PC v J| [Nolumesﬂ-l'lacintosh S5 v}l When pasting, check that the character n
is not added to the beginning of the

Clé externe

Y

Slide 11

pasted characters. If so, delete it.




CREATE YOUR LOGIN CREDENTIALS

© PassCypher HSM PGP

Time until expiration: 12 momnths, 1 days, § hours, 55 minutss, 3 seconds.

Test v

[ FAEviKey USE MFCOWCles

Path of credentials

[ Label (JSON) v ]

[OTP Name (JSON) v

Open the extension and click on the indicated
icon “EviPass” to create your login credentials.

@ PassCypher HSM PGP

@ PassCypher HSM PGP

..,
Generate your personalized password = Generate your personalized password
. ngefio ] > l g0
. Upper case: Numbers: Lower case: Special characters: € Upper case: Numbers: Lower case: Special characters: &
M- M-E-M-M:M M 4 % 3-8 9 E-4-G-G-U-4 4 4 4-4-4 4
Y M. M M PN N-N-M-B-8<-M 48 M Y ¥ M/ 4 M WU-M-M-M-M-M 4\
44 4 4 49 49:4-49 4-4 M 848 48-4
A | URL | = || https://accounts.google.com/AddSession/signinchooser?hl=en-GB&continue=https%3A%2F |
= || Label name | = || @gmail |
e || Username | s || username@gmail.com |
|| Password no ﬂl || .................... s al
~0 bits =131 bits l
e —— —
L] o
Fill in the reqUired information. To Complete the U RL, La force de votre mot de passe est calculée en fonction de la
COpy the information dISp|ayed in the browserls address talllle de l'alphabet qu'il utilise et de sa longueur. Plus |a taille c?e
I'alphabet et la longueur du mot de passe sont grandes, plus il
bar (see the example below). sera sécurisé.
URL example = 25 https://accounts.google.com/InteractiveLogin/signinchooser?continue=https%3A%2F%2Fmail.google.c...
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SAVE YOUR LOGIN CREDENTIALS
@ rasscymmer o> IIEER R D

., —

- Generate your personalized password @gmaiLjson Time until expiration: 3 years, 1 days, 11 hours, 10 minutes, 5 seconds.
396 B « Done Extension K
* Length: ension Key
' Upper case: Numbers: & Lower case: (4 Special characters: € The file @gmail.json will be available in the E:A\USB EviKey NFC HSM‘V] E E B E
AERVEXvEAVEIVEL1VE B -4 -4. "Downloads" folder of your computer. nvayy ~

a -4 /4 -8 E-G--8-0-8 49 .49 INTEL X
44 4 4 4 48 49-49

i chatGPT gj X
https://accounts.google.com/AddSession/signinchooserzhl=en-GB&continue=https%3A%%2F ovh 29 X vikey NFC HSM' ¥ u u ﬂ

S5H || @gmail I ovh evikey X
@gmail X
» username@gmailcom Choose a folder to save your encrypted v/
containers (.json files). It is recommended I J B
.................... HEs Q E:WWSB EviKey NFC HSM\Keys ¥
" o to use an external storage device for Rt >
— o Cidibis security reasons.
o By Freemindtronic
A B See the next page for details. R | O | & | & | & |
Click on the indicated icon to generate this The created « .json » file is automatically added in the
credential. extension to the list of all the created credentials

Remember to make regular backups to different media, including the cloud since your containers are encrypted.

Slide 13



DETERMINE THE PATH TO SAVE YOUR
LOGIN CREDENTIALS & OTP

> @l Desktop It is essential to specify the access path to your encrypted containers (.json
files) very precisely to enable automatic login for websites and messaging
» 4 Documents pIatforms.
» Downloads . . . .
== Then, click on the "Save" icon a to confirm. @ PassCypher HSM PGP
:,, B Images Time until expiration: 12 months, 4 days, 6 hours, 22 minutes, 53 seconds.

Extension Key

To ensure optimal security, if the external media is not available or connected

» 0 Musique ) h . . oe00
to the computer, it will not be possible to use encrypted containers.
> I Vidéos '
FMT Name (key) ¥ J [msendne<tory v] B a
’ Path of credentials — o mm—— o E— o m—
v M CePC \, /
. Labe\ON) / v ]
»  w= Disque local (C:) ﬂ E\USB EviKey NFC HSM\keys v’ a]
> == data (D) S v B | 0| % | & | =
7 N
s wm USB EviKey (E}) / By Freemindtronic
> wem External disk (F:) B | D | o | y | o

Slide 14



LOG IN NOW!

On your computer, open the website or email you want to connect to

Go to the login page [Username & Password]

Click on the icon =*] visible in the connection field

> w nNpoe

Sign In or Create an Account

Ehe New Pork Eimes

Email

4

Next

</

Log in or create an account

Email Address

The fields are filled automatically and the connection is made (if you have activated Autologin in the Extension Settings)

[ ] [ ]
Sign in
to continue to Proton Mail

Email or username

s’ Proton Mail |

Password no pwned

Password

Slide 15

@ | Your password is verified. The green symbol
indicates that it has not been compromised

If this symbol appears, it indicates that your

4 password is compromised. Change it!




AUTOLOGIN IN ONE CLICK!

Access your favorite messaging platforms or websites and enjoy a fast, secure, and
automatic connection.

. . B Microsoft
Forat @Apple M Gmai wot@

Chilternrailways  American Ai rIines\\ MAISON

T=S5Lnmn

&iCloud amazon i | \)ikm T STYLES
CHANEL et #DELSEY OV ALEMBIKA °
m AT MAISONS s bt .' IE§99 ® AIR CANADA
M 7"!‘%&5@@ R -
Jet2holidays . <7 OBLEUJOUR Iilkisiss
. Package holidays you can trust @he Nem ﬂ llll'k @Imeg I.T. Designer & Manufacturer
wiidd DIOR AV cwa com
FedEx Ets ‘
* @ Hotels... y

PrestaShop @) SQUARESPACE

. - . AIRFRANCE #
CA!S(]"UNTgl | Eli | &) WordPress.com
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AES

H-4-4-4-E-4 QG QB 4-4-49 49

-4 49/49 - 4 G-U-U-4-r4-80 89
-4 _ 4 48 4 B:49-49
URL
Label name
Username
Password & o
=0 bits
e
i ]

USE THE PASSWORD GENERATOR

Upper case:

© PassCypher HSM PGP

Generate your personalized password
Lengthe [ 16 /

Numbers:

Lower case: Special characters:

Slide 17

16 - The default password length is 16 characters, but you
can modify it in the window.
s Click to generate the password (example shown: 45
characters).
LL_:er’.ame |

oo ~
or R/

=296 bits

Hover your mouse over the field to view the password in plain
text.

| Usermame I

Rc@

| 4n.C6hSkj'gLOTM>SliS~'n?3Garxh%.\zTjJSO\ION > =

=296 bits




MANAGE YOUR TOTP/HOTP (2FA) 1/2

© PassCypher HSM PGP

© PassCypher HSM PGP

Time until expiration: 3 years, 1 days, 10 hours, 39 minutes, 54 seconds.

Code QR TOTP/HOTP

Extension Key

- PassCypher HSM Activer le scanner OTP ()
LLLT. O

[\”5&\': directory v

External key

QR Code TOTP/HOTP

{ Test v

[ EA\USB EviKey NFC HSM' ¥

Activate OTP Scanner

Path of credentials

Name(JSON) QR Code TOTP/HOTP
{E:\USB EviKey NFC HSM\Keys ¥ E
on-otp v
Open the extension then click on the indicated Click on « OTP ». A new window will open. Drag and Position the QR code to be scanned in the
icon to manage your OTP drop the file or enable the OTP scanner camera field

Slide 18



MANAGE YOUR TOTP/HOTP (2FA) 2/2

QR Code TOTP/HOTP

Activate OTP Scanner

..................................................

-

Remove file

..................................................

Detected OTP Type: TOTP

:"“.n‘ mn. A2£1C1
[TEST_OTP ] [ https://github.com/sessio:]

- TEST_TOTP.json 0O &
- 298B-Done

Retrieve the file from your Downloads
and place it in the appropriate folder
(see slide 15).

LLabe\ (JSON) v ]

[ E:\USB EviKey NFC HSM\keys V] a

[OTP Name (JSON) v

The OTP type is detected. Give a name to this OTP
code, enter the associated URL and click on the
icon to generate a .json file

In this example, the file is saved in a USB stick

Slide 19

© PassCypher HSM PGP

Time until expiration: 3 years, 1 days, 10 hours, 24 minutes, 48 seconds.

Extension Key

{\nser'tdn'ectow V] a n a

External key
[Tesi v J [E:\USB EviKey NFC HSM' V] E E B
[Sea rch... ]
TEST_TOTP X
OTP OVH 29 X

{ e:\USB EviKey NFC HSM\Keys V} a

By Freemindtronic

R | D | & | # | =%

The created “.json” file is automatically added in the
extension to the list of all created OTPs.



AUTHENTICATE WITH OTP

O

Two-factor authentication

[

Authentication code ®

XXXXXX -]

Open your two-factor authenticator
(TOTP) app or browser extension to view
your authentication code.

If you have enabled two-factor
authentication on a website, this is
the type of page that you will see

O

Two-factor authentication

[

Authenticati({ Click to autofill

XXXXXX e (I
—

Open your two-factor authenticator
(TOTP) app or browser extension to view
your authentication code.

Click on the indicated icon, the code
will automatically be inserted into
the field...

Slide 20

O

Two-factor authentication

[

Authentication code ®

258149 2]

Open your two-factor authenticator
(TOTP) app or browser extension to view
your authentication code.

... and the connection is made




EVIPASS FUNCTIONNALITIES

©® PassCypher HSM PGP

Verify if your password is pwned

© PassCypher HSM PGP

® Create your login credentials

Time until expiration: 3 years, 1 days, 10 hours, 39 minutes, 54 seconds.

Extension Key

[mser‘. directory '} a u a

External key () Generate your passphrases

6 Generate your segmented keys

{ Test v [ EAUSB EviKey NFC HSM' ¥

G B AES Generate your AES keys

Path of credentials

Name(JSON) v

SSH Generate your SSH keys

— . {E:\USB EviKey NFC HSM\Keys ¥ a e Manage your TOTP/HOTP (ZFA)
By Freemindtronic K
e y Manage license keys
A | o | 2 | & | =
Click the indicated icon to access all the Only functionalities indicated in green color are explained here.

functionnalities available ) o ) ] .
The other functionalities are explained in the document « en-complete-tutorial-

passcypher-hsm-pgp-license » available on the FMT website
https://freemindtronic.com/how-passcypher-hsm-pgp-works/
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https://freemindtronic.com/how-passcypher-hsm-pgp-works/

MORE FUNCTIONALITIES

@ PassCypher HSM PGP

Time until expiration: 12 months, 4 days, 6 hours, 25 minutes, 15 seconds.

Extension Key

Generate new key [&&l Import key

External key

[Name (key) ¥ ] [Insertdirectory V] a B8

Path of credentials

[ Etiquette (JSON) v

[ Insert directory

{No‘n OTP (JSON) v

By default, the extension opens on the « keys » window

Phones Fetch a label EviPass Keys Parameters
NFC function Pwd management

Find other features explained in the complete tutorial available on the
Freemindtronic website.
https://freemindtronic.com/how-passcypher-hsm-pgp-works/
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https://freemindtronic.com/how-passcypher-hsm-pgp-works/

Take back control, Take back power

EviPass Technology

By Freemindtronic Andorra

L/
L X

To known more: https:.//www.freemindtronic.com

X Freemindtronic u Channel Freemindtronic

Copyright© 2025 - All rights reserved - Patented products - Freemindtronic Andorra


https://www.freemindtronic.com/
https://www.youtube.com/channel/UCxvuRpOWIWIhBXSvpW6B22A
https://www.youtube.com/watch?v=Vhb0QR9gA9w
https://x.com/freemindtronic?lang=fr
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