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Products

Keepser Cold Wallet, is a black card secure storage device, which is capable of storing your passwords, access codes, credit card information, fidelity card information, crypto-currency and wallet private
key, and more that you will discover in this User Manual.

What do | find in the package?

. SAFE CLONE WHITE CARD.

~—
~

S

e
The Safe Clone Card is a device used to back-up your Keepser Card, The various ways of using the Safe Clone are described in this manual. [} R
KEEPSER

. QR CODE stickers, one for “MY CARD” and the other sticker for “BACK UP”

- Itis used to connect you new Keepser card to a phone or several phones.
- It is used to connect you new Safe Clone card to a phone or several phones.

. OR CODE to access User Manual, FAQ and more.

The package contains a QR Code printed on a form titled « User Manual, FAQ and more »., Scanning it will allow you to access this User Manual, videos tutorials, and
FAQ’s. You will be able to download these document as you feel necessary.
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Definition terms in the context of Keepser Cold Wallet

KEEPSER APPLICATION

KEEPSER
The “Keepser application” or “Keepser App” is a software running on your NFC smartphone, that contains all

the features that make you able to use the functionalities from our Keepser Cold Wallet Card. bl

What does the Keepser App do?
The App is the bridge between your Card, you and your computer.

To use your Keepser Application, your phone does not need to be connected to internet, but some
functionalities may not be available without Internet connection especially the connection to websites.

For NFC KEEPSER Cold Wallet Crypto Secure & Hardware

KEEPSER PLUGIN Password Manager
The Keepser Plugin is a smart software module that acts as an add-on to a web browser and gives the browser additional functionality.
The Keepser Plugin can detect which site is visited and allow for the user to perform actions and operations using the Keepser App and the Keepser . ®

The features and capabilities of the Keepser Plugin are described in this manual. CONNEXION

o —
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Definition terms in context of Keepser Cold Wallet

. KEEPS

This is a very important term to remember.

We call “Keeps" a set of information that you can store in your Keepser Card and that is used to perform various operations such as connection to
secure website, e-commerce payment, cryptocurrency operations, and other operations described in this manual. The plural name “Keeps” is used
at is often gathers several pieces of data.

For example, (username + password) for accessing your Facebook or Gmail accounts, or (credit card number + expiration date + CVV + card
holder), or private key of your crypto-currency wallet.

Each Keeps has a unique name that is assigned by the user of the Keepser Cold Wallet solution.

. SEED PHRASE

SEED PHRASE, also called Recovery Phrase, or Secret Phrase, is a string of 12 to 24 words generated when you create a new crypto-currency
wallet, by yourself or via an exchange platform holding your crypto-currency wallet. It allows you to access all the cryptocurrencies of this wallet and
is used to generate keys to perform transactions.

A Keepser Card can contain many SEED PHRASES to manage multiple wallets.

. RSA 4096 KEY
RSA-4096 is standardized encryption. It is one of the best encryption systems that you can use to protect your data in transmission. The Keepser

Cold Wallet solution allows you to generate and store your own private RSA-4096 keys in the Keepser Card and generate the corresponding public
key from it. You can then use it to securely send or share the "Keeps” or establish end-to-end secured communication channels.

. IOTA

IOTA is an open-source distributed data registry technology. It is not based on blockchain technology but on another technology called Tangle. lota
tokens are like cryptocurrencies, tailored for microtransactions. It aims to securely exchange information and value between Internet of things (1oT)
objects.
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CONNECTIONS PAYMENT

Andbank
bank

Bitcoin Test
Brenda
Caprabo
Carrefour ES
CCA
Ethereum
Facebook
IOTA
marketing mail
Seed phrase

test



Before using your Keepser Cold Wallet

WARNING:

In order to use the Keepser Cold Wallet, you need a smartphone with:
1. Android OS — version 6 or above.

2. Support for Near Field Communication (NFC).

An update of this User Manual will be issued when the support for iOS phones (iPhone) will be released.

Steps:

1. Search for the “KEEPSER” Application on Google Play.
(if you do not see the KEEPSER application on Google Play, this means your smartphone is not compatible with the Keepser Cold Wallet solution (no
NFC support for example).

2.- Download and install the application on your smartphone.
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For NFC KEEPSER Cold Wallet Crypto Secure & Hardware

Password Manager

You might also like

Microsoft Outlook Fasting App -
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Connecting your Keepser Cold Wallet Card (1/2)

When the Keepser App is installed on your phone, open the Keepser App and read the displayed instructions to connect your Keepser Card and connect it with this phone. Note that you can connect several
cards per phones and several phones can be connecting a single card.

(if you do not have a Keepser Card yet or wish to buy a new one, you can tap on the “SHOP” button. It will bring you to the www.keepser.com, e-commerce website where you can finalize your purchases.

11:20 @ K 5 T121RK 11:21 @ K Frall 72%@ 121 @ K =l 72%8 =l 72%8

KEEPSER KeePSER KeEePSER KEEPSER
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Step 1 Step 2
Scan the QR code associated with your
You need a Keepser card to use this Place your Keepser card under your Keepser. This is present at the back of
App. NFC phone antenna. the BACKUP white card. .
Waiting for Keepser card...

Place your Keepser card under

LET's Go WITH YOUR KEEPSER! your NFC phone antenna.

KEEPSER
Place your Keepser card under the NFC phone|
antenna.
BACKUP Waiting
KEEPSER

If you need help, you can consult our
FAQ section which groups together the
KEEPSER tutorials.

| already have my >
Keepser card



http://www.keepser.com/

(*) About NFC connection.

. Important information:

- The KEEPSER CARD is very sensitive. You do not need to bring the card in full contact of the back of the smartphone to trigger
the NFC connection.

For best efficiency, it is recommended to let about 1 cm space (a finger width) between the Keepser Card and the phone.

- When a Keepser Card is approached to NFC phone, you will hear a « bip » sound when the NFC connection is activated.

- The Keepser Card should be kept within NFC range (few cm), for the duration of the data share between the Card and the
Application. Depending upon the operation you will want to do, the amount of data to be shared may vary from few milliseconds to

few seconds, and you should wait for a confirmation message before moving the Keepser Card beyond NFC range.

- NFC antennas of smartphones are usually located on the upper portion of the back, below the cameras. But some phone may
have it at another place.

- If you do not easily manage to pair the NFC Keepser Card with your NFC phone, you should try placing the Keepser Card at
different places or consult the technical characteristics of your phone to locate the NFC antenna.




Connecting your Keepser Cold Wallet Card (2/2)

Allow the Keepser App to use the camera (take picture and record video) and to use the photos and media of your device. Then Scan the QR code labelled “MY CARD”.

Put your Keepser Cold Wallet black card under your phone, nearby the NFC antenna, and wait until the “Legal Information” message appears, then accept the legal information (Terms & Conditions ,
Privacy Policy) and click “next”. You will then be asked to allow for the Keepser Application to access your location. We recommend you allow for it in order to benefit from the geofencing features.

11:20 & K 15:31 K ¢

Legal information

nfirm that you
ns ¢

vell as our Privacy Policy

Allow Keepser to take pictures and record E Allow Keepser to access this device's
video? WWW KEEPSER 10 location?

Allow Keepser to access photos and media
on your device? | have read and agree to the

| have read and agree to the
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(App)




Keepser Application /Front Page

moow>

MAIN MENU

® .l il & G

My Keepser

Keepser Plugin

Administration

Settings

Clear Clipboard

User Guide
FAQ

E-Commerce

Access to the Main Menu

Access to the Data Menu

Minimize (same as Android phone)
Close (same as Android phone)
Go back (same as Android phone)

X

1523 M K

KEEPSER

Keepser by Freemindtronic

Zrall 100% 0

®

Main Menu / Data Menu

DATA MENU

Get a Keeps

By Beam ()

By QRcode o

Manage the RSA 4096 key

RSA 4096 key &5

Add Keeps

Username & password @]

Credit card

Loyalty card

Cryptocurrency

SEED phrase

I0TA



Keepser Application

Main Menu — My Keepser

My Keepser

Keepser Plugin

Administration

Settings

Clear Clipboard

User Guide

FAQ

E-Commerce
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Keeps
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CONNECTIONS

Andbank
bank

Bitcoin Test
Brenda
Caprabo
Carrefour ES
CCA
Ethereum
Facebook
IOTA
marketing mail
Seed phrase

test

Connections
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PAYMENT KEEPS PAIEMENT
€} amazon
andbank
%+ binance
@ cdiscount
darty
@ esky
$ facebook

® google

groupon
§ icloud
= ikea
morabanc
. .
# omio

& protonmail

Main Menu / My Keepser

Payments

9:24@ « ® .l =&

KEEPS CONNEXIONS

B' B booking

G’ github
(¢] groupon

0 ‘& omio

A.- See the list of all the Keeps stored in your Keepser Card, with their names sorted by alphabetical order.
B.- The list of the websites you connected to automatically, using the Keepser Plugin
C.- The list of the e-commerce sites where you triggered the payment auto-fill , using the Keepser Plugin



(*) Touch Features

When touching a specific Keeps for more than 2 seconds, you will see 4 icons appear:
® .l & @+

CONNECTIONS PAYMENT

Andbank
Fingerprint Icon:
If you have added a password (additional security) and set the fingerprint feature (see next page for details), instead of typing the password, bank
you can access to the KEEPS information by using your fingerprint.

Bitcoin Test

(*) Very important: to enable the fingerprint icon/feature in the Keeper App, first of all, you will need to set up and allow the fingerprint feature
of your phone (go to your phone’s settings). Brenda

0

Caprabo
Carrefour ES
(0107:

Edit Icon: 1) coincasso
Create a new KEEPS without deleting the original one, and allow you to edit the new one, including adding more or different trust
criteria. This is the method to be used when you wish to add trust criteria after a KEEPS has been connected. (- Ethereum

Facebook

Trash Icon: IOTA
Allows you to delete the selected KEEPS

D Copy Icon:
This allows you to copy a KEEPS and paste it to another Keepser Card that is connected to this phone.

marketing mail

OMIO train es

A

14



(*) Touch Features.

g
Fingerprint Icon

How to setup the fingerprint icon in your Keepser App.
(*) Important: this is requiring you previously set up the fingerprint recognition on your phone.

First Step: Additional security Second Step: B Third Step: Keeps secured
When you enter the When shown the When you want to
information to “Add a pages on the right, read the information
Keeps”, you have to (3 choose geolocation: select the option of a KEEPS, in the
click on the “Additional T "Add additional “My Keepser” page,
Security” button. password®. the App will now ask
either for the

Write a password _ password or the

and validate by Hareyng S fingerprint (if you
clicking on the have set it up on
“Apply” button. your phone).

Credential

Enter unique password:

This will bring you to the
“Additional security”
page.

Toggle the switch on top mkt@keepser.com
of the page, to
“Customized”

Now the setup is
complete.

Wu5N+Rg.wt,<R1,4PZ 27" {5

Additional security




Keepser Application

Keepser Plugin
page.

Allows you to link
this phone in a
Keepser Plugin.

® .l il & G

X

My Keepser

Keepser Plugin

Administration

Settings

Clear Clipboard

User Guide

FAQ

E-Commerce

Click on the “+” sign to add this phone to the Plugin:

This will open the camera to scan the QR Code generated by the
Keepser Plugin and displayed on your computer (see details in the

Plugin section)

14:38 K

B RedmiNote 8T
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You can connect your phone with the Keepser
Plugin to allow secure login into websites on your

computer.

Press on "+" to add a new phone.

Device IP ...

+

192.168.0.104

Main Menu / Keepser Plugin

Name of your phone called “connection key” in this
user guide.

This name can be edited as you wish (see “User
Settings — Plugin” section) . A long pressure on the
name of this phone will show a trash icon, allowing
you to delete this phone from the Plugin registration.

Device IP
This shows the IP address of your phone.

Click on the “trash icon” to delete
all stored “connection keys” from
the Keepser Card.



Keepser AppIiCatiOn Main Menu / Administration

14:44 Gd K Reall 92% 0

Authentication WARNING:

ONLY YOU KNOW THE ADMINISTRATOR password.
MAKE SURE YOU REMEMBER IT OR HAVE A WAY
TO RETRIEVE IT.

® .l .l & G

X

The Administrator password allows you to access the
Administrator parameters and manage the different
functions. It also allows to unlock some preset
parameters in the User Setting menu.

My Keepser

Keepser Plugin

You can enter a password between 1 and 16 characters.
The number of attempts to enter the Administrator
password is set at 3.

After 3 failed attempts, for security reasons, the Keepser
App will ask you to scan the “MY CARD” QR Code to
connect again the Keepser card

Administration

Settings

Clear Clipboard

Lot You can then continue to use the Keepser Card, without

accessing the Administration menu, until you enter the
proposer Administrator password.

FAQ

E-Commerce

Setting an administrator password is not mandatory for
using the Keepser Cold Wallet solution.

c v b

The Administrator can be different from the User and can

hide the Keepser from the user.
< Frangais (FR)




Keepser AppIiCatiOn Main Menu / Settings

KEEPSER PLUGIN

Activate AutoLogin function
14:30 « ® all il & &
® il il & @E B

Connection default name

X User settings

Port of communication for the Plugin

My Keepser -_————— GLOBAL

Allow connection notification

Keepser Plugin
Dark mode (=]

RANDOM GENERATOR

Administration Allow my geolocation -3]  Allow to add a new account

*s+  Enable customization

Settings Avatianle E5 Allow payment notification
16 Enable hexadecimal

Activate random keypad ’ (=]
Clear Clipboard

Activate random keypad for each C: Allow cryptocurrency notification
User Guide input

FAQ Default language for SEED phrase

¢

E-Commerce Keeps display timer is defined.

Activate Autofill Service Allow to ping this phone

<

Display tutorial information.

Q

User Settings: ©
In this section, user will find different actions to configure the Keepser App and its

interaction with the Keepser Card. e

Details are provided in the next pages

Allow loyalty card notification

@ Allow SEED phrase notification




Keepser Application Main Menu / Settings / Activate Autofill Service

AUTOFILL SERVICE allows to autofill credentials when you connect to websites using your smartphone

® .l all & &

How Autofill Service works for credentials

In the user settings click to activate the Autofill Service O @ authdigikey.com/as/:  + : O @ authdigikey.com/as/.  +

2 Activate Autofill Service

D Display tutorial information.

Login

On your phone open a website (here Digikey) and go to the Search \ \
When clicking in the username field there is a « Search »

button which appears. If the button doesn’t appear, the
website it’'s not compatible

KEEPSER PLUGIN

Forgot Password

Farnnt Daccwinrd

(o]
Click on it a follow the instructions. < B oF B @ S Don't have an account?
The username and password will automatically be autofilled. S
1 5 . B egister Now
qgwe r t y u i op

This function doesn’t work on all websites. Sometimes it is
available for the password ONLY.

2123 s @ . =) Q English French H x

19



Keepser Application

Main Menu / Settings / Activate Autofill Service

AUTOFILL SERVICE allows to autofill crypto public address when you connect to websites using your smartphone

How Autofill Service works for crypto
In the user settings click to activate the Autofill Service.

2" Activate Autofill Service

O Display tutorial information.

KEEPSER PLUGIN

On your phone open a website (here Digikeylivenet.xrpl) and
go to the field to search by address

When clicking in the field there is a « Search » button which
appears. If the button doesn’t appear, the website it's not
compatible.

Click on it an follow the instructions.

The public address will automatically be autofilled.

This function doesn’t work on all cryptocurrency websites.

® il .l & G ® .l .l B E

) @ livenetxrpl.org + (> @& livenetxrpl.org +

Live Data Live Data v

{X} XRP LEDGER {X} XRP LEDGER

Network

rnasxDM8VC33eyjSDtnUKvuhFePV16FDSr

Explorer

Network

XRPL.org

XRPL.org &'

© GitHub & O GitHub &

o)

©

< = GIF E o
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DATA MENU




Keepser AppliCation Data Menu / Get a Keeps / By Beam / By QR Code

1. By Beam 2. By QR Code

This switch allows to
toggle between getting a
Keeps via a QR code The
Keeps you received was
encrypted with your RSA
public key

First copy the string of
characters the 3rd party
sent you and click on the
lines icon. Automatically
the characters are copied.
Place your Keepser card
under the phone to store
the Keeps.

Get a Keep

A 4

Get a Keeps

By Beam ()

By QRcode ¢

Manage the RSA 4096 key

RSA 4096 key &5

Add Keeps

Beam ready to receive

Bring the phones back to back
close together...

Username & password @

Credit card
Waiting

Loyalty card

Cryptocurrency This switch allows to toggle

between “Scan QR code” or
get a QR Code from the
phone photo gallery.

SEED phrase

IOTA

1.- By Beam: Exchange Keeps putting two NFC phones back-to-back. See the specific tutorial for this feature.
2.- By QR Code: This opens the camera or the photo gallery to scan the QR Code of a Keeps, generated from another Keepser card.



Keepser Application

Get a Keeps

By Beam

By QR code

RSA 4UY6 key

Add Keeps

Username & password

Credit card

Loyalty card

Cryptocurrency

SEED phrase

I0TA

(=)

rn
(A

Manage the RSA 4096 key ’

=
(O

Data Menu — Manage the RSA 4096 key - RSA 4096 key

The RSA 4096 key is an asymmetric key = private key and public key.

Click on RSA 4096 key: you can either generate (or generate again) a
new RSA 4096 key or load (generate) the corresponding public key from
your existing RSA 4096 private key.

The corresponding QR Code is displayed and can be shared. (see slide
20)

It's always and ONLY the public key which is displayed. NEVER the
private key.

WARNING - if you create a new RSA key, the previous one will be
erased, and all data cyphered with the previous key will not be abled to
be deciphered.



Keepser Application Data Menu — Manage the RSA 4096 key - RSA 4096 key (1/3)

* This generates the Public RSA 4096 Key from the RSA 4096 Private key stored in the Keepser Card, in QR Code format.
* This QR Code can then be stored on your phone for further use or shared via various medias.

Get a Keeps Add RSA 4096 key
Add RSA 4096 key

By Beam ()

By QRcode ¢{

Manage the RSA 4096 key

RSA 4096 key &2

e Click on one of these icons to send the RSA

Add Keeps 4096 public key via various channels

: —
Load public key (email, SMS, Whatsapp,....)
Username & password
Credit card
If you click on the « share » icon, you will send
Loyalty card the Qrcode and the character string of the
public key
Cryptocurrency
SEED ph . . . .
phiase If you click on the « picture » icon, you will
— send only the Qrcode of the public key
Generate the Public Key from the The public key is displayed, you
Private Key stored into the Keepser can share it.

Card.



Keepser Application Data Menu — Manage the RSA 4096 key - RSA 4096 key (2/3)

. Generate a New Key: This generates a new RSA 4096 key. The private key is stored on your card
. This QR Code can then be stored on your phone for further use or shared via various medias.

e e Add RSA 4096 key Add RSA 4096 key Add RSA 4096 key
Add RSA 4096 key

By Beam ()

By QRcode ¢{

Manage the RSA 4096 key

RSA 4096 key &2

Generate a new key Generate a new key
Create new RSA 4096 ke
Add Keeps e e y

Load public key WARNING! You are about to create a new RSA 4096 key.The
previous key will be deleted without being able to recover it!

Username & password

No Yes
Credit card

Loyalty card

Cryptocurrency

SEED phrase

I0TA

. Generate New RSA Key
Generate New RSA Key the first . . Read carefully the message before to
time (Displayed if a RSA Key has click on YES

been generated before)

The public key is displayed, you
can share it.



Keepser Application Data Menu — Manage the RSA 4096 key - RSA 4096 key (3/3)

How to share the RSA 4096 public key.

Add RSA 4096 key

< Click on the share icon, you will send the QRcode and the
alphanumerical code/string of the public key.

E Click on the picture icon, you will send only the QRcode of the public key.




Keepser Applicati()n How to securely share a Keeps with a 3rd party using RSA encryption

. Main menu — My Keepser
. Click on the Keeps you want to share and display its information

. Click on the « QR Code button » - This generates the QR Code of the Keeps and brings you to the following page
Use this icon if the 3rd party RSA key is a

Name of the Keeps. The 3rd party RSA key Is a QR Code text string. See slide 18

Keeps protected by asymmetric k... Keeps protected by asymmetric k... Keeps protected by asymmetric k...

Clicking on the « Key » symbol will Picture icon opens the scanner. You Galery icon allows you to access the In case th.e 3rd party is sending you its
allow to start the RSA secure should scan the QR Code of the public QR Code of a 3rd party RSA public RSA public key in the form of a string of
transmission protocol. RSA key provided by a 3rd party. key you have stored on your phone. characters (via email, SMS or other),

you have first to copy them and click

on the lines icon. 7



Keepser Application Data Menu / ADD Keeps

Get a Keeps

By Beam (=)

By QRcode ¢ ,
In this section you will be able to enter and securely save the Keeps
Manage the RSA 4096 key information into your Keepser Card for various types of Keeps:
RSA 4096 kev &% .
. User & password (credentials) for web accounts

. Loyalty cards for account connection & rewards

Add Keeps

. Credit cards for e-commerce payment

Username & password E] . Cryptocurrency key and wallet keys
. SEED phrase

Credit card «  10TA Token information

Loyalty card
You can add various trust criteria and conditions of access for each of the

Cryptocurrency Keeps.

SEED phrase

I0TA




Keepser Application

Get a Keeps

By Beam (=)

By QRcode ¢ ,

Manage the RSA 4096 key

RSA 4096 key &>

Add Keeps ’
Username & password
Credit card
Loyalty card
Cryptocurrency
SEED phrase

I0TA

Data Menu / Add Keeps — username & password / loyalty card / credit card

Username & password

14:54 @ K Frall 91%M

Credential

Additional security

Enter user name (ldentifier) and
password for access to a web
account or an application

Credit Card

P—
p—

®

Credit card (0]

=D m
H Q E

Cardholder

Card Number

Expiration Date CVV

f e e e

Keepser by Freemindtronic

Enter credit card information to be
used for e-commerce.

Loyalty Card

14:56 @ K Zeall 91% 0

Loyalty card

Additional security

Scan the bar code of the card.




Keepser App”CatiOn Data Menu / Add Keeps / Username & password / Additional security

An example to add additional security for Safe Clone Card, when entering a new username & password Keeps.

Username & password Safe Clone

14:54 @ K

Get a Keeps Additional security

By Beam () D Choose geolocation:

By QR code D Add additional password

Credential

Manage the RSA 4096 key

RSA 4096 key

Add Keeps'

Username & password

Credit card

Additional security

Loyalty card

Cryptocurrency

SEED phrase

I0OTA




Keepser App”CatiOn Data Menu / Add Keeps — Cryptocurrency

This feature allows to enter and safely store the information of cryptocurrency keys, onto your Keepser Card

15:21 @ K 2l 100%0 12020 « @B ® .l il & G

Get a Keeps
Administrator settings This allows you to enter and safely store various types of
By Beam () cryptocurrency keys in the Keepser Card:
ra Enplocunency ‘ « The private key of your own non-custodial cryptocurrency
v wallet where a single type of cryptocurrency is held. The
private key can be generated on a computer or a

Manage the RSA 4096 key — smartphone, or provided by an on-line non-custodial
wallet such as Bitcoin.com Wallet.

By QR code

Manage cryptocurrency settings

RSA 4096 key &5

» The key can be entered by scanning a QR Code, or by
typing the characters string of the key.

Custom name : My card

Add Keeps » Depending of the cryptocurrency, the plublic address is
INFORMATION . .
generated from the Private key stored in your Keepser
Username & password @] Information card.

Credit card *  When reading the KEEPS (Main menu — My Keepser —
Keeps), you will have access to both the private key and
the public key. You can then use them to trigger the

Loyalty card Ve transactions you would like to perform.
Cryptocurrency settings . . .
Cryptocurrency - + Admin. Settings — Manage Cryptocurrency settings
Show cryptocurrency private key (@) » By default the display of the private is not allowed. You
SEEDNIEE can authorize and then click on Apply button to store in

I0TA




Keepser App”CatiOn Data Menu / Add Keeps — Seed phrase

Enter and safely store SEED phrases into your Keepser Card If your cryptocurrencies are held in a non-custodial software or hardware
wallet, or hosted in an exchange platform, you will received a SEED phrase

from these 3rd party systems, to allow you to access your funds if the public
Seed phrase key to access your wallet is lost or destroyed.

SEED phrases are also called seed backup, recovery phrase, mnemonic

Get a Keeps =1 100%8
phrase, secret phrease or many other terms.

By Beam (®) SEED phrases are based on standards, which make them interoperable with

any wallet (hot or cold wallets; hosted or non-custodial).
By QRcode ¢

+ Give (typed) a name to this KEEPS
Manage the RSA 4096 key

» Select the number of words of the SEED phrase you need to safely store.

2
RSA 4096 key &% SEED phrase

» Click on the red « Page » button. This will open a page ready for you to

h ¥
i enertreser enter the words of your SEED phrase.
FR

Add Keeps
» Select the language of your SEED phrase (this is important as the list of
words for a SEED phrase is standardized)

Username & password _@] Number of words to save:

) + Start typing the first letters of the words, and the Keepser App will propose

Credit card = you the words from the standardized list.

» Enter all the words of your SEED phrase. The number of words should
correspond to the number you selected. This is important as the last word
is a verification word that is checked by the Keepser App.

Loyalty card

Cryptocurrency

*  When done, hit the « Apply » button. If the last word (used for checksum
verification) is not correct, a « Checksum ! » message will appear and you
will not be able to save your SEED phrase.

SEED phrase

I0TA
Once the last word is correct, the « Apply » button will allow you to save the

SEED phrase into your Keepser Card.




Keepser Application Data Menu / Add Keeps — IOTA

Enter and safely store SEED phrases into your Keepser Card

IOTA

1133 K @ 2l 72% @

Get a Keeps

By Beam (@)

By QRcode ¢ .
yQRcode . This allows you to enter and safely store the keys of your
IOTA tokens in the Keepser Card:

Manage the RSA 4096 key

IOTA is a scalable open-source communication protocol with
a tokens (cryptocurrency) used for value shares.
RSA 4096 key

Gz
By default, the data can be entered by scanning a QR Code.

Add Keeps But you can click on the « page » button to type the
characters string.
)

Username & password

Credit card

Loyalty card

Cryptocurrency

SEED phrase

I0TA
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Keepser Pl ug N About the main Keepser Plugin window (1/6)

How to set up the Keepser Plugin in your computer.

1.- Download and install.
Download Keepser Plugin then install it.

* MICROSOFT EDGE : microsoftedge.microsoft.com/addons

* CHROME : chrome web store Important: For the Keepser Plugin and the Keepser App to work properly, YOUR

* OPERA : addons.opera.com COMPUTER AND YOUR SMARTPHONE MUST BE CONNECTED TO THE SAME
* FIREFOX : addons.mozilla.org WIFI NETWORK.

Once the App is installed, the Keepser icon appears at the top right of your browser window, on the right of

the address bar. In the Keepser App “User Settings — Global”, YOU MUST TURN-ON THE “Activate

Autologin function” switch.

/\
MICROSOFT EDGE .
e = @ 2 e © ..
Keep,
l(R(b(.uG)
Easy access to Keepser tutorials and e-commerce site :
GOOGLE CHROME

After installing the Keepser Plugin in a browser, if you open the browser and click on

- .@ » : I the Keepser Plugin icon without entering a website URL, you will be sent to a page
w 0% & =
/ o ’ where you can directly access the tutorials for the Keepser Cold Wallet (Keepser Cold

Mwa!
(L]

OPERA / / ’ Wallet ) solution, and access the Keepser e-commerce web-site.

& Wi © & = b %
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Keepser Pl ug N About the main Keepser Plugin window (2/6)

How to connect aphone in the Keepser Plugin. How to connect (add) a phone :

1 — Open your browser and click on the Keepser Plugin icon. Get to the “Add phone” page

Turn on your computer and open a browser for which you have installed the Keepser (automatic for the first phone; through the menu for additional phones).
Plugin onto.
2. Open the Keepser Application on your phone and click on the icon at the top left of the
Click on the KEEPSER Plugin icon. screen (to open Main menu)
When you use the Keepser Plugin for the first time, the window below opens and —— 3. Then press on “Keepser Plugin”.
suggests you “add a phone.”
You can add (connect ) a large number of phones. O .
L = g
4 ' ! : '
[ 8/ b 4 /
w7 Q. Rechercher =2 O o = — — | [ & f
. o
KEEPSER® T -
4. Click on the icon “+” at the bottom of the page — This will open the QR Code scanner.
ADD PHONE 5 - Click on “Add a phone" button in the Keepser Plugin window .

This will generate a QR Code displayed on your computer.

6 — Scan the QR Code with your smartphone. A 4-digit verification code will then display. If the
same message is read on you Keepser Plugin, you will be able to add the phone.

By Freemindtronic

Note that you may want first to change the name of your phone. To do so, please refer to the “User Settings — Plugin section” of this manual



Keepser Plugin

Using the Keepser Plugin for secure automatic website account connection:

1. Open your browser and connect to a web site on which you want to login. Then click
on the icon of the Keepser Plugin .

* A window opens, and the URL of the website you connect to is displayed

» Select the phone you want to use for the automatic connection (where your Keepser
Card is connect ed onto, and your Keepser Card contains the username (ID) and
password to access your account on this web site).

* Click on the Red “Play” (connection) button.

A Notification is sent to the phone (you have to have authorized the natifications from the
Keepser Plugin (see User Settings)

You must click on the notification and follow the displayed instructions, asking you to
pair your Keepser Card.

You will then be automatically be logged in with your username (ID) and password
retrieved and securely transmitted from the Keepser Card.

KEEPSER® ' S

CONNEXION

.1 W /
[EIZNN - B

By Freemindtronic ‘ ¢

About the main Keepser Plugin window (3/6)

Information about automatic secure web connection

When connecting to a website for the first time, you must
associate the username stored in the card that corresponds e
to the site. B
During subsequent visits to this same site, the connection
will be automatic, the username having already been
associated.

It is possible to associate several usernames on the same
site (example: professional and personal account). Click on
the "+" icon to add a new username.

If you have added several usernames, click on the icon to
open the list of usernames already associated with this site
and choose one.

Note: Disapearing notification:

After 6 seconds, or if you touch the smartphone screen, the
notification received from the Keepser Plugin may disappeatr.

Like any other notification received by your phone, you can see it
by scrolling down your finger from the top of the screen. ‘
You can then click on the notification y ’
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Keepser Pl ug N About the main Keepser Plugin window (4/6)

Green lock = https (encrypted connexion)

@ Red lock = http (non-encrypted connexion) ) )
Keepser Plugin Main ment

CONNECTION

KEEPSER®

CONNECTION

W Redmi Note 8T-
g|52

By Ereemindironic

. 1 2 3 4 g|52
Action buttons

By Freemindironic

1. “Play” (connection) button: to securely autologin to you account on a website, with the
Keeps stored in your Keepser Card.

2. “Credit Card” button : to autofill the credit card information on a e-commerce payment Name of the selected il
page, with the Keeps stored in your Keepser Card (connect ed) phone for the
action/transaction o
3. “Right Arrow” button: to create a new account in a website. Name of the visited web

site, automatically detected

4. “Diamond” button: to securely autofill cryptocurrency public address with the Keeps by the Keepser Plugin.

stored in your Keepser Card.



Keepser P | ug | N About the main Keepser Plugin window (5/6)

KEEPSER® |

CONNECTIO

Connection Open the « Connection » window

Settings Access a suite of options and settings (see next pages for details)

Add Phone Open the « Add Phone » window (you can add as many phones as you want)

g*sgedml il Phones List Access and edit the list of connect ed phones (see next pages for details)

Enter a new Keeps (credit card; SEED phrase and generate a QR Code) to

Create a new Keeps share and save it in your Keepser Card (see next pages for details)

Digital post-it Allows to securely share the information of a Keeps to your computer, so you can

copy/paste it and connect manually, in case the automatic connection is not working.
(this could happen sometimes on few websites with unusual login or payment page
sequences)

Generate a key segment

Playstore Generate a QR code that you can use as a trust criteria for a Keeps. You can
: also print the QR Code for later use. (only available for PRO+ models)

In the Keepser App: Data menu — Add Keeps — Additional Security — Add QR
By Freemindironic Code or barcode nearby you

Generates a QR Code that will bring you to the Keepser Application in Google
Play Store, where you can download it from, if you did not do it yet.



Keepser Plugin

Main menu - Digital Post-it

About the main Keepser Plugin window (6/6)

Use it when autologin to websites or autofill in payment forms is not possible. This could happen sometimes on websites or payment pages with unusual sequences.

Securely display the information of a Keeps from your Keepser Card through the Keepser Plugin, so you can copy/paste it in the various fields to populate.

Cliking on « Digital Post-it » in the
Plugin Main menu, will open a new tab
in your browser.

P DIGITAL POSTAT

LOGIN CREDENTIAL

,

1 — Select the type of Keeps you want to
display from your Keepser Card

2 — Select the time the Keeps information will
remain displayed on your computer
(after this time, all information is erased)

3 — Click on the « Get a Keeps” button.

4 - This will send a notification to the selected
phone.

5 - Click on the notification received on your
phone

The list of all the stored Keeps from the
selected Keeps type is displayed.

5 - Select the Keeps you want to display

Digital Post-it with the Keeps information securely retrieved from the
Keepser Card

Digital post-it
Credit Card

Card number:

A1TIIITm -qu ']
Name :

EX0

cve:

Copy

Expirat

-

Each piece of information of the Keeps has a « Copy » button besides it.

When clicking on a « Copy » button, the content of the corresponding field is copied into the
clipboard of your computer. You can then paste it where you need to.

After pasting one piece of information, you can come back to the Keepser Digital Post-it tab,
and copy another piece of information. You should repeat this operation until all the pieces of
information you need are properly populated to perform the targeted transaction.

DO NOT FORGET TO ERASE THE CLIPBOARD AFTER THE LAST COPY/PASTE
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Keepser Application Main Menu - Settings - User settings — Global section (1/2)

15:32 «

User settings

GLOBAL

Onk meds Global settings Keepser Plugin settings Random generator

Allow my geolocation

RANDOM GENERATOR

15:32 « 2@ .al.al D KEEPSER PLUGIN

Activate random keypad

ate random keypad for each *e+  Enable customization

User settings Activate AutoLogin function

Default language for SEED phrase .
Connection default name 16 Enable hexadecimal
GLOBAL

Ke isplay timer is defined.

Activate Autofill Service Dark mode
Port of communication for the Plugin
Display tutorial information. 10002

KEEPSER PLUGIN

v

Allow my geolocation

Allow connection notification

ctivate AutoLogin function

Connection default name

Activate random keypad E

communication for the Plugin

Activate random keypad for each
input -):I Allow to add a new account

Allow connection notification

=] Default language for SEED phrase B5 Allow payment notification

Allow 1o add a new account
Keeps display timer is defined. E

Allow payment notification

=1]
Activate Autofill Service (: Allow cryptocurrency notification

(  Allow cryptocurrency notification

Display tutorial information.

[ Allow loyalty card notification
Jo ]

2 Allow SEED phrase notification

RANDOM GENERATOR

Allow loyalty card notification

Enable customization

3 Allow SEED phrase notification

16  Enable hexadecimal




Keepser Application Main Menu — Settings - User settings — Global section (2/2)

The Global section is providing a set of options that the user can choose from the selection is made by toggling a switch, or by touching the grey or red text.

Note that, depending on the Keepser Cold Wallet model, some parameters may be fixed and cannot be changed by the user. Some can be changed by the administrator.

1. Dark Mode: Allows you to change the background of the Keepser App pages. Black background with white text is the default setup. It can be changed to a white background with black text.

2. Allow my geolocation (If disabled some features will be unavailable): This feature needs to be enabled to allow for the geofencing feature (see “additional security” section, when entering a new
Keeps.

3. Activate random keypad: Used for the USER PIN.
You can use this function only IF you have defined a User PIN (See administration menu for details). When set, this User Pin is required to view and access the list of Keeps stored in the Keepser Card, and a

key pad is displayed.
When the “Activate random keypad” is configured, the numbers of the key pad will be shuffled to add an additional level of security.

4. Activate random keypad for each input: Used for the USER PIN.
When activated, this option is reshuffling the key pad numbers, every time the user is entering a number.

5. Default language for SEED Phrase — Choose which language you want to use to store the words of the SEED phrase. By touching the language symbol, this opens a list of available languages you can
choose from.

6. Keeps display timer is defined: This defines the time for which the information of a KEEPS remains displayed on the Keepser App (“My Keeps” page). After this time, the information disappears and the
display goes back to the list of KEEPS (“My Keeps” page). The timer is set at 30 seconds by default. When reading & displaying the information of a KEEPS on your smartphone, a circle appears on the right,

which is progressively decaying as time goes. When the full circle is gone, the information disappears and is not keeped in the phone for security reasons. Changing this parameter is possible through the
administration parameters.

7. AUTOFILL SERVICE allows to autofill credentials when you connect to websites using your smartphone.

8. Display tutorial information: you can activate these tutorials. Go and See the slide 7.

43



Keepser App”CatiOn Main Menu — User Settings - Plugin section (1/3)

CREATE A NEW ACCOUNT

. . . e . . . I (with the Keepser Plugin)
Activate Autologin function: Allow the notifications from the Keepser Plugin Autoconnection with your Wi-Fi

1.- Connection default name: This is the name of your phone, that will be used for the registration of your phone in the Keepser Plugin. The default
name is the one given by the phone manufacturer, but you can change it. To edit it, you can click on the name, and type a new name of your choice.
For security reasons, 4 random characters are automatically added by default to the name you choose. However, you can delete or edit these

characters before registration with the Plugin. Credential

blockchain

2.- Port of communication for the Plugin: indication If you click you can change it

It is possible to change the communication port between your phone and the Wifi network. However, in order for the Keepser App and the Keepser
Plugin to properly communicate and interact, both your phone and your computer shall use the same port. The default port is 10002.

3.- Allow connection notification Additional securly

This authorizes the Plugin to send notification for the autologin function to your phone. If you turn this off, you will not be able to automatically
connect to secure websites.

3.1 Allow several credentials on the same website

This switch is authorizing or not for several KEEPS to be used on a web site connection. For example, if you have several accounts
on the same website, and you want to be able to select which one to use for login. You can select the account to connect to by
default. Not activating this feature will not allow for several accounts on the same website or application.

When clicking on the « Create new account »
button is showing in the Keepser Plugin
4.- Allow to add new account window, a notification is sent to the phone.

This function allows you to create a new account on a web site, directly from the Keepser App and connect the credentials in the Keepser Card. It When clicking on the notification, this

requires to click on the “Create new account” button in the Plugin. window opens, the name of the visited
website is appearing.

You can then follow the usual procedure to
connect a new Keeps.
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Keepser Application Main Menu — User Settings - Plugin section (2/3)

5.- Allow payment notification.

This authorizes the Plugin to send notifications for the credit card autofill function to your phone. If you turn this off, you will not be able to automatically perform payment on e-commerce websites.

5.1 Allow several credentials on the same website: This switch is authorizing or not for several KEEPS to be used on an e-commerce payment page. For example, if you have several credit cards and
you want to be able to select which one to use for payment. You can select the credit card Keeps using by default. Not activating this feature will not allow for several credit cards to be used on the same
website or application.

6.- Allow Cryptocurrencies notifications.

This authorizes the Plugin to send notifications related to cryptocurrencies to your phone. If you turn this off, you will not be able to automatically send cryptocurrency information to a web-based platform, or to
other destination using the Keepser Plugin. Switching OFF this function will disable all the 6.x functions.

6.1 Allow IOTA information.

This authorizes the Plugin to send notifications related to IOTA tokens to your phone. If you turn this off, you will not be able to automatically send IOTA token information to a web-based platform, or to other
destination using the Keepser Plugin

6.2 Allow cryptocurrency information.

This authorizes the Plugin to send notifications related to cryptocurrencies to your phone. If you turn this off, you will not be able to automatically send cryptocurrency information to a web-based platform, or to
other destination using the Keepser Plugin

6.3 Define the data to send: private key or public address.

This allows to select what cryptocurrency information shall be sent (see slide 47 for details).

7.- Allow loyalty card notification:

When creating a Digital Post-it and getting a Keeps from the Keepser Card (Plugin -- Main menu -- Digital Post-it (1 Get a Keeps), this authorizes the Keepser Plugin to send a notification to get the Keeps
information of a Loyalty Card stored in the Keepser Card.

8.- Allow SEED phrase notification

When creating a Digital Post-it and getting a Keeps from the Keepser Card (Plugin [J Main menu [ Digital Post-it [1 Get a Keeps), this authorizes the Keepser Plugin to send a notification to get the Keeps

information of a Seed Phrase stored in the Keepser Card. "



Keepser Application Main Menu — User Settings - Plugin section (3/3)

CRYPTOCURRENCY NOTIFICATION OPTIONS
6.3 Define the data to send: private key or public address:

This allows selecting what cryptocurrency information shall be sent.

11:21 « ®@.ul= 11:56 « @ ® .l = @+ 11:55 « @

User settings User settings

User settings

=)

-):| Allow to add a new account —):l Allow to add a new account

ABOUT DISABLING
B3  Allow payment notification NOTIFICATIONS

=]

-3]  Allow to add a new account B3  Allow payment notification

E Allow payment notification

=
When disabling the notification for a

(o Allow cryptocurrency noifcation category of Keeps (Credential,
Credit Card, Cryptocurrency,....),
the corresponding clickable icon will
disapear from the main Keepser
Plugin window.

=]

C Allow cryptocurrency notification

Cryptocurrency

C Allow cryptocurrency notification

Select the information of the cryptocurrency
to send

> | B

¢

Is compressed

In this example below, the « Credit
XL Allow to ping this phone ® Card notification » has been

) disabled, and the credit card icon
does not appear any more in the
{8 Allow SEED phrase notification Keepser Plugin window.

Allow to ping this phone
X
2=] Allow loyalty card notification
Allow to ping this phone Allow loyalty card notification
Allow SEED phrase notification
:| Allow loyalty card notification
RANDOM GENERATOR
Allow SEED phrase notification RANDOM GENERATOR
*  Enable customization

RANDOM GENERATOR
+ Enable customization

The « Allow cryptocurrency

notification » shall be turned ON to The « Allow cryptocurrency KEEPSER®
use this function. notification » shall be turned ON

The « Allow cryptocurrency
notification » shall be turned ON
to use this function.

When opening a
Cryptocurrency Keeps, if

. . . CONNECTION
you W'"”be ﬁ.blﬁ LO sele(?t t Switching ON the « Define the data to use this function.
Switching OFF the « Define the manuatly which k€y (priva € to send » will allow you to preset ) )
. or public) will be sent, and if ; If « send private key » is
data to send » will allow you to . - which key shall be sent — grT—r— 5
manually select how a it shall be sent in If « send address » is selected, only selected, only the provate key (B #xeomizsn ]
a y compressed mode or not. ' will be sent. By Froemindrenic

cryptocurrecny Keeps will be the public key/address will be sent.
sent. . Compressed / uncompressed mode
can be selected.



Keepser Application Main Menu — User settings — Random Generator section (1/4)

1.- Enable customization:

This function enables the user to generate random complex passwords. When this switch is turned ON, a “shuffle” icon is shown when asked to enter a new password in various places in the Keepser
Application. See next page for more details.

The complex password is using ASCII characters from the following list:
abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ01234567891"#$%&()*+,-./:;,<=>?@\|*_{}~

2.- Enable Hexadecimal:

This function enables the user to generate random complex passwords using hexadecimal characters. When this switch is turned ON, a “shuffle” icon is shown when asked to enter a new password in
various places in the Keepser Application. See next page for more details.

The complex password is using characters from the following list (upper-case or lower-case)
0,1,2,3,4,5/6,7,8,9,A,B,C,D,EetF
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Keepser Application Main Menu — User settings — Random Generator section (2/4)

Using and configuring the Random Complex password Generator (ASCII characters).
(When recording a new credential: Data Menu =» Add Keeps = User name & password).

Shuffle Icon

14:54 & K 12518 « @ -

Random Parameters

3 Generate
Credential Credential

@ Customize
jl@gmail.com
abc..z 12/12

ABC..Z

+7J016_sl u:p0mJ79'}8_d 8;52) 38

45/45

012..9

Additional security

Additional security

Save

0o

S~ft-4*=%

Space

A short click on the « Shuffle » icon automatically A long click on the « shuffle » icon opens a menu to configure the Example for short Keeps name and
generates a complex password (up to 48 characters) random generator. _ Username.
Length of the password can be configured. The generate password has 45 characters.
Note: the cummulative total number of characters from The« customize » mode allows to select a subset of the character
the Keeps name, Username and the password fields is portfolio. _ Note: the number of available characters for
61 characters. Keeps name is limited to 15 characters. CI'CF on <;_Generate » 1o generate the password and verify the each field is automatically calculated and
configuration.

displayed



Keepser App”CatiOn Main Menu — User settings — Random Generator section (3/4)

Using and configuring the Random Complex password Generator (ASCII characters).
(When recording a new credential: Data Menu =» Add Keeps = User name & password).

Entropy bar

12508 «

Random Parameters Random Parameters

22
>

. Generate
Credential Generate

JVRT4+BD6/g0[Y('g8*8w

m9hPxI/y(r\CW#nmD [{XWyF/
\(:_’1071 XYOpZwYhTJK+[t?W

Mail JU

jeanlouis.dupont@companygroup.:

33/33

@ Customize

@ Customize
abc..z

2121

abc..z
ABC ..Z
ABC .. Z

012..9
Additional security

Save

00oN

When configuring the password length, and « Entropy

bar » appears with colors to provide an estimate of the Green color = strong entropy and password robustness.
robustness of the generated password.

Orange color = average entropy and password robustness.

Example for long Keeps name and Username.
The generated password has 21 characters.

(The password length could have been configured
higher than 21 characters)



Keepser Application

Using and configuring the Random Complex password Generator (ASCII characters).
(When recording a new credential: Data Menu =» Add Keeps = User name & password).

Random Parameters

Generate

A e tength represents the number of bytes to be encoded

O Customize

@ Hexadecimal
ABCDEF

abcdef

If the Hexadecimal option is turned ON in
the Random Generator section, a long click
on the « shuffle » icon is opening the above
menu.

You can then select upper-case or lower-
case characters.

Random Parameters

Generate

A The length represents the number of bytes to be encoded.

9D66C8C6FAB5948026A450AET1FA3ECD30
11BB35ED14FB211

O Customize
@ Hexadecimal

ABCDEF

abcdef

Random Parameters

Generate

A Tre length represents the number of bytes to be encoded

511d15b8cefacf9462ed0799239e5e50094
3ffc8becebf5f

O Customize

@ Hexadecimal
ABCDEF

abedef

Main Menu — User settings — Random Generator section (4/4)

Entropy bar

When configuring the password length,
an « Entropy bar » appears with colors to
provide an estimate of the robustness of
the generated password.

Green color = strong entropy and password
robustness.

Orange color = average entropy and
password robustness.



Keepser Application Main Menu — User settings

Main Menu - Settings - User settings — Clear Clipboard

Some of the Keepser App functions allow you to copy information or QR Codes into the Clipboard of the phone. Click on « Clear Clipboard » to permanently erase it.
For security reasons, it is recommended to erase the Clipboard regularly.

Main Menu - Settings - User settings — FAQ

Clicking on « FAQ » will bring you to the Frequently Asked Questions posted on www.Keepser.com website.
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Keepser Application

14:59 « « @ o 3@ .l R E

Administrator settings
GLOBAL

Define administrator password

Keeps display

ADVANCED MANAGEMENT

Define user PIN code

Manage the number of user PIN code attempts

Define biometric unlock

Clone a Keepser card

Delete a Keepser card

Clear Keeps

Format a Keepser card

Manage cryptocurrency settings

Custom name

INFORMATION

Information

Show the connection key of the Keepser card

Main Menu — Administration Settings - Global

GLOBAL SECTION:

Define Administrator password:
This allows you to change your administrator password. Between 1 and
16 characters.

Manage the number of administrator password attempts:
This is set at 3 attempts by default.
It could be changed between 1 and 15 attempts.

Keeps display:

This feature allow you to define the time for which the information of a
Keeps is displayed. 30 seconds is set by default. It can be configured
between 5 seconds and 5 minutes.

IMPORTANT: by selecting the “Do not display the Keeps” check box,
the user will not be able to see the information of the Keeps. It can only
see the list of Keeps and use the Keeps without knowing its content.
This is very convenient when the administrator is different from the user
(company & employee for example).

If a user tries to display the information of a Keeps hidden by the
administrator, a “operation unavailable” message will be displayed.

10:02« « @ - ® .l B @4

Keeps display

Define the display duration and visibility.

I:I Do not display the Keeps for this
Keepser card.

Apply



Keepser Application Main Menu — Administration Settings - ADVANCED MANAGEMENT (1/4)

14:59 k « @ - 3@ .l R ED

Administrator settings

GLOBAL

Define administrator password

Keeps display

ADVANCED MANAGEMENT

Define user PIN code

Manage the number of user PIN code attempts

Define biometric unlock

Clone a Keepser card

Delete a Keepser card

Clear Keeps

Format a Keepser card

Manage cryptocurrency settings

Custom name

INFORMATION

Information

Show the connection key of the Keepser card

« Define User PIN code: see slide 55

If this User PIN code is defined, it will be required when a user wish to access the Keeps list.
(Main Menu > My Keepser)

The PIN code shall have 4 digits minimum and 8 digits maximum. See next page for details.

+ Manage PIN attempts: see slide 55
Set to 3 attempts by default. Could be configured between 1 and 15.

+ Define biometric unlock: see slide 55
You will be able to use the fingerprint recognition capability of your phone, instead of typing the User PIN. See next page for details.

+ Clone a Keepser Card: see slide 56
This function allows you to clone (replicate) your Keepser Card and copy all the information, configurations and settings into the “Safe Clone” back-up
card, or another Keepser Card.

To perform this operation, you will be asked to enter the Administrator password. The content of your Keepser Card will be temporarily copied into the
volatile memory of the phone (encrypted of course), will be copied into the 2nd card, then erased from the phone memory.

You have to keep the cards close to the phone during the entire operation. Depending upon the number of Keeps stored in your card, this could take
from 30 seconds up to 4 minutes.

* Delete a Keepser Card:
This function cancel the connection of the Keepser Card with the phone using the Keepser App. All data and settings are kept in the card.



Keepser Application Main Menu — Administration Settings - ADVANCED MANAGEMENT (2/4)

« Setting up a User PIN and the biometric feature Using User PIN and Fingerprint

Main Menu =» Administration = Advanced Management Main Menu = My Keepser

® .= G il @ 1446 « @

[E] Administrator settings

Enter a new PIN code: 4 characters
minimum

Keeps display

ADVANCED MANAGEMENT

Define user PIN code

Manage the number of user PIN code attempts

Waiting for Keepser card...

Place your Keepser card under your

NFC phone antenna. Define biometric unlock

Waitin
9 Clone an Keepser card

Delete a Keepser card

Clear Keeps

Step 1 Step 2: Step 3: When accessing « My Keepser » this window If the « Random Keyboard » option
. opens. has been set in the User Settings, the
Define the User PIN by Confirm the User PIN and If you wish to set up _ _ numbers of the key pad are shuffled.
typing at least 4 digits and record/save it in the Keepser fingerprint recognition, click To display the Keeps list, the user should
maximum of 8 digits. Card on « biometric unlock » and enter the User PIN or put his finger on the
follow the instructions on biometric sensor of your phone.

the screen.



Keepser Application Main Menu — Administration Settings - ADVANCED MANAGEMENT (3/4)

1002« « @ - all = ¥ K 3 all = ] s 927@ « @ -

Present the Keepser Second Keepser card
card you want to authentication
clone.

Cloning system

Copy data from the source Keepser
card, please wait...

Collecting information




Keepser Application Main Menu — Administration Settings - ADVANCED MANAGEMENT (4/4)

14:59 « « @ o 3@ ..l B ED
Administrator settings

GLOBAL

Define administrator password

Keeps display

ADVANCED MANAGEMENT

Define user PIN code

Manage the number of user PIN code attempts

* Clear Keeps:

Delete all the Keeps from the Keepser Card. Configurations and set-ups are remaining intact.
Define biometric unlock

* Format a Keepser Card:

Clone a Keepser card Allows the administrator to reset the Keepser Card to the factory state.
* Custom Name:

This allows you to give a custom name to your card.

Delete a Keepser card

Clear Keeps

Format a Keepser card

Manage cryptocurrency settings

Custom name

INFORMATION

Information

Show the connection key of the Keepser card
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Information

Keepser Application

® al.al & @

Memory space used

Keeps stored

KEEPSER

BLACK BOX

Card name

Custom name
Model
Manufacturer
Distributor
Manufacturing date
Registration date

Serial number

Administrator password

Number of authorized
attempts

Number of failed attempts

Last failed attempt

llear DIN ~Anda

22/100

RSA 4096 key generated

Main Menu — Administration Settings - INFORMATION

INFORMATION

Information

Show the connection key of the Keepser card

[ ® <
This section provide a set of information related to your Keepser Card and the Keepser App. There is no optional configuration.
+ Memory Space used:
Provides the number of Keeps stored in the Keepser Card with a visualization of the space taken by the Keeps. It also tells you if a RSA 4096 has
been generated and stored in the card.
BLACK BOX SECTION
+ Card Name : The Keepser Card model
+ Custom name: Provide the Custom Name of the card the administrator may have defined
* Model: Internal Keepser code
+ Manufacturer: Provide traceability on the hardware manufacturing line.
» Distributor: Keepser Group
* Manufacturing Date: Provide traceability on the manufacturing date
* Registration Date: Date on which the card has been first connected
» Serial number: This is the unique serial number of the Keepser Card.

This number will show on your invoice, and will be required to order a stand-alone “Safe Clone” card, without buying a Keepser Card.
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Information

Memory space used
Keeps stored

RSA 4096 key gene,atedn’wo This section provide a set of information related to your Keepser Card and the Keepser App. There is no optional configuration.

* Administrator password:
BLACK BOX ' _ o _
-- Number of authorized attempts : as set up in the administration menu.

Card name

-- Number of failed attempts : Number of incorrect administrator passwords entered since the first use.

Custom name

Model -- Last failed attempt: traceability on the time of the last failed attempt.

Manufacturer

Distributor

, + User PIN code: as set up in the administration menu
Manufacturing date

Regirtistion dete 4 » Application information: Provide the revision of the installed Keepser Application

Serial number

» Unique Installation Identifier: created when installing the App.
Administrator password

Number of authorized * Show the connection key of the Keepser Card:

etiempts This function generates the QR Code of the key used for NFC secured connection between the Keepser Card and the Keepser Application.
Number of failed attempts

Last failed attempt

User PIN code

Number of authorized
attempts

Application information

Application version

Unique Installation
Identifier (UIID)




